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[bookmark: OLE_LINK23]DATA PROTECTION 
Terms and conditions
This Data Protection Terms and Conditions (“Agreement”) by and between Jabil Inc. including its Affiliates (“Jabil” or “Customer”), and Vendor including its Affiliates (“Vendor”), shall come into effect upon the Parties’ execution of a Business Agreement for the provision of services (“Services”).  Jabil and Vendor may be referred to individually as a “Party” or collectively as the “Parties.”  
scope of application
This Agreement shall apply whenever while performing the Services under a Business Agreement, Vendor may Process Personal Data, in which case it shall protect such Personal Data as set forth herein.
Depending on which law(s) apply to the Processing of Personal Data hereunder, the following Exhibits of this Agreement will apply as applicable and required:
Exhibit 1: Processing under GDPR or other Data Protection Law applies if GDPR or other Data Protection Law provisions apply to the Personal Data Processing hereunder, excluding any Processing under PIPL.
Exhibit 2: Processing under PIPL applies if PIPL provisions apply to the Personal Data Processing hereunder.
joint definitions
In addition to those capitalized terms defined elsewhere in this Agreement, the following capitalized terms shall have the meaning herein provided:
“Affiliate” means in relation to a Party, any entity which (directly or indirectly) controls, is controlled by and/or under common control with that Party, where control is defined as the possession, directly or indirectly, of the power to direct or cause the direction of the management and policies of an entity, whether through ownership of voting securities, by contract or otherwise.
“Applicable Laws” mean all applicable laws, regulations, regulatory requirements and codes of practice as amended and in force from time to time, including applicable Data Protection Laws.
“Business Agreement” means a purchase order, statement of work, or other agreement between Customer and Vendor for the provision of Services. 
“CAC” means the Cyberspace Administration of China. 
“CCPA” means the California Consumer Privacy Act of 2018, as amended.
“China” means the People’s Republic of China, excluding Hong Kong, Macau and Taiwan. 
“Chinese Data Regulator” means the CAC, the Ministry of Industry and Information Technology, the Ministry of Public Security, other sectoral authorities and their local branches in China. 
“Data Controller” means the natural or legal person, public authority, agency, or any other body that alone or jointly with others determines the purposes and means of the Processing of Personal Data.
“Data Processor” means a natural or legal person, public authority, agency, or any other body that Processes Personal Data on behalf of a Data Controller.
“Data Protection Laws” means national, foreign, state, or local laws, or regulations applicable to the Parties in performance of the Services relating to the data protection, privacy or security of Personal Data including without limitation the GDPR and the CCPA.
“Data Subject” means any individual about whom Personal Data may be Processed under this Agreement or any Business Agreement.
“Data Transfer” the transfer of data which, under Data Protection Laws, requires additional mechanisms to enhance data security.
“EEA” means the European Economic Area
“GDPR” means EU General Data Protection Regulation 2016/679.
“Member State” means any relevant member state of the EEA from time to time.
 “Personal Data”, “Customer Data”, “Personal Information” or “PI” has the meaning given by applicable Data Protection Laws, but for the purposes of this Agreement, shall be restricted to information received from, or on behalf of, Customer or Customer Affiliates by Vendor in its performance of the Services.
“Process” and any other form of the verb “Process” means any operation or set of operations that is performed upon Personal Data, whether or not by automatic means, such as collection, recording, securing, organization, storage, adaptation or alteration, access to, retrieval, consultation, use, disclosure by transmission, dissemination or otherwise making available, alignment or combination, blocking, erasure, or destruction.
“Data Breach”, “Personal Information Incident” or “PI Incident” means any actual or suspected breach of security leading to the accidental or unlawful destruction, loss, theft, alteration, unauthorized disclosure, destruction of, access or damage to Personal Data Processed by Vendor. 
[bookmark: OLE_LINK24]“PIPL” means Chinese Personal Information Protection Law
Other expressions in the Agreement capitalized will have the meaning as used by the applicable Data Protection Laws.
miscellaneous
The Parties agree that the terms and conditions of this Agreement may be amended from time to time pursuant to changes or updates of Applicable Laws.
This Agreement shall terminate automatically upon (a) as required in accordance with Applicable Laws; or (b) expiry or termination of a Business Agreement which is the basis for the Services. 
The obligations of Vendor under this Agreement shall continue for so long as Vendor continues to have access to, or is in possession of, Personal Data Processed on behalf of Customer. 
Both Exhibits to this Agreement also include various schedules, attachments, appendices and annexes which includes list of details which the Vendor shall provide to Customer upon execution of the Business Agreement. Failure of the Vendor to provide such information in sufficient detail to Customer upon execution of the Business Agreement shall constitute a material breach of this Agreement and the Business Agreement.  
Exhibit 1 
Processing under GDPR or other data protection law
1. General 
The principles described below insofar as the GDPR or any other Data Protection Law, will apply to the Processing related to Services provided to Customer.
Vendor shall and require that its Subprocessors (if any) shall, process Personal Data only on behalf of Customer in accordance with this Agreement, associated Business Agreements, Data Protection Laws, and documented instructions of Customer, whether in written or electronic form.
Vendor shall provide the scope, classification, purposes, and details of Processing to Customer in the form of Attachment 1 to Exhibit 1 (Data Processing Details). 
vendor’s obligations
Vendor shall, and require that its Subprocessors shall, (a) limit access to reliable personnel who need to access Personal Data for the purpose of performing Vendor’s obligations under the Business Agreement, and (b) hold Personal Data in confidence and maintain confidentiality obligations on Vendor personnel who Process Personal Data.
Taking into account the state of the art, the costs of implementation and the nature, scope, context and purposes of Processing as well as the risk of varying likelihood and severity for the rights and freedoms of natural persons, Vendor shall implement and maintain an information security program with appropriate technical and organizational measures to protect the security of its Customer’s and each Customer’s Affiliates’ Personal Data, to a level of security appropriate to the risk, including the measures referred to in Article 32(1) of the GDPR and as further detailed in Attachment  3 to the Exhibit 1.  During the course of performing the Services, Vendor may at its discretion alter or modify its security in such a way that does not diminish the overall level of security provided to Personal Data. In assessing the appropriate level of security, Vendor and each Vendor Affiliate shall take into account the risks that are presented by Processing, including without limitation any potential Data Breach.
Vendor shall not, and shall require that its Subprocessors shall not, disclose or Transfer Personal Data to, or allow access to Personal Data by any third party that is not a subcontractor or Affiliate of Vendor without Customer’s written consent or authorized in an applicable Business Agreement.  Vendor shall not disclose, Transfer and/or grant access to Personal Data to a Subprocessor unless Vendor: (a) executed a written agreement with  Subprocessor that contains substantially similar data protection obligations imposed on Vendor by this Agreement; (b) requires that Subprocessor is capable of providing an adequate level of protection for Personal Data as is required by the Business Agreement; and (c) remains liable for Subprocessor’s failure to fulfill its obligations with respect to the Processing of Personal Data. A List of current Subprocessors is detailed in Attachment 4 to the Exhibit 1.
If during the performance of the Services, Vendor or any Subprocessor collect Personal Data directly from Data Subjects in connection with the performance of the Services, it shall provide notice and/or collect consent as may be set forth hereunder or in an applicable Business Agreement.
Vendor shall promptly notify Customer, unless specifically prohibited by applicable laws, if Vendor or Subprocessor receives: (a) any request from a Data Subject with respect to Personal Data Processed; or (b) any complaint relating to the Processing of Personal Data.  Vendor or Subprocessor shall not respond to any such request or complaint unless authorized to do so by Customer.  Vendor shall cooperate enabling Customer to comply with any exercise of rights by a Data Subject under Data Protection Laws with respect to Personal Data Processed.
If Vendor receives any order, demand, warrant, or any other document requesting or purporting to compel the production of Personal Data, Vendor shall promptly (within two (2) business days) notify Customer. Notwithstanding the foregoing, Vendor shall (a) exercise commercially reasonable efforts to prevent and limit any such disclosure and to otherwise preserve the confidentiality of Personal Data, and (b) cooperate with Customer with respect to any action taken. 
Upon notice to Vendor, Vendor shall assist Customer to the extent legally required, in the event of an investigation by law enforcement or any competent regulator, including a data protection authority, if and to the extent such investigation relates to Personal Data Processed by Vendor on behalf of Customer.
Vendor has engaged in a third-party assessment of its data security program and associated controls. Upon written request, Vendor shall promptly submit to Customer for its review, a copy of the applicable third-party assessment report. Customer shall not disclose such report, or refer to such reports in any communication, to any person or entity other than Customer or its Affiliates.  In the event that Customer has any questions regarding such reports, Vendor shall make appropriate personnel available to discuss the contents thereof.
Customer may request an audit of Vendor’s compliance with this Agreement, and the Parties shall discuss the terms, nature, and scope prior to undertaking any such audit.  Information and audit rights of Customer only arise under this Section 2.9 to the extent that the Business Agreement does not otherwise give Customer information and audit rights meeting the relevant requirements of applicable Data Protection Laws.
[bookmark: _Hlk505271270]Vendor shall notify Customer in writing within 24 hours of any Data Breach that affects the security of Personal Data, providing Customer with sufficient information to allow Customer and each Customer Affiliate to meet any obligations to report to or inform Data Subjects of the Data Breach under the Data Protection Laws. 
Vendor shall take reasonably necessary steps to (a) investigate any Data Breach; (b) keep Customer informed of the status of the Data Breach investigation; and (c) provide cooperation requested by Customer in the furtherance of its investigation, or preparation of notification to send to affected Data Subjects or applicable regulators, or relevant third parties, and take such reasonable commercial steps as are directed by Customer, to assist in the mitigation and remediation efforts of each such Data Breach.  Unless required by Data Protection Laws, Vendor shall not notify any Data Subject or any third party concerning any Data Breach without written consent from Customer.
Upon termination or expiration of the Business Agreement and at any time upon Customer’s written request (each, a “Trigger Date”), Vendor shall and require that Subprocessors shall cease handling Personal Data and shall return, or, if directed by Customer, shall destroy, Personal Data in Vendor’s or Subprocessor’s possession or control within forty five (45) days of the Trigger Date, except for archival purposes or as otherwise required by law, regulation or professional standard applicable to Vendor or Subprocessor, and only to the extent and for such period as required by such applicable law, regulation or professional standard and always provided that Vendor and each Vendor Affiliate shall ensure the confidentiality of all such Personal Data and shall ensure that such Personal Data is only Processed as necessary for the purpose(s) specified in the Data Protection Laws requiring its storage and for no other purpose. Vendor shall provide written confirmation to Customer that Vendor and each Vendor Affiliate has complied with this Section 2.12 within forty-eight (48) days of the Trigger Date.
Vendor shall provide relevant information and assistance requested by Customer to demonstrate Vendor’s material compliance with its obligations under this Agreement, as well as the Business Agreement, and reasonably assist Customer in meeting its obligations under applicable Data Protection Laws, including:  (a) registration and notification; (b) accountability; (c) maintaining the security of Personal Data; and (d) assisting Customer in the carrying out of privacy and data protection impact assessments and related consultations of applicable data protection authorities. In addition, when Vendor is responding to a legally-mandated audit or inspection of Vendor’s compliance with its obligations, Vendor shall inform Customer if it believes that any instructions of Customer regarding the Processing of Personal Data would violate applicable Data Protection Laws.
[bookmark: OLE_LINK25]In addition to and without limitation of any other indemnity obligations under the Business Agreement, Vendor shall indemnify, hold harmless and defend Customer (including its Affiliates) from any claims and other actions, and reimburse Customer for all losses, expenses, and costs reasonably incurred by Customer as a direct result of a Data Breach originating from a Vendor system or other material breach of obligation by Vendor of this Agreement as determined by a legal authority of competent jurisdiction.
Data Transfer
[bookmark: _Ref408572925]Vendor shall not Transfer any Personal Data and shall not permit its Subprocessors to Transfer any Personal Data, except as permitted by an applicable Business Agreement, or with Customer’s consent in writing.  Vendor shall comply with Data Protection Laws to which it is subject for any Transfer of Personal Data. Upon Customer’s written request and if legally-required, Vendor shall discuss with Customer before entering into additional Transfer Agreements.
[bookmark: OLE_LINK26]Restricted Transfers from EEA and Switzerland or Similar Countries.  This Section 3.2 applies solely to Personal Data controlled by Customer or a Customer Affiliate that is subject to data protection laws of a Member State of the EEA, Switzerland, or any country in which the competent data protection authority or data protection laws have approved the use of Standard Contractual Clauses as an adequate safeguard, which is Transferred to Vendor or any Subprocessor in a location other than:  (a) the country from which the Customer entity is transferring or disclosing Personal Data; or (b) the EEA and Switzerland.  
Vendor will not Process Personal Data outside the EEA, or a country in which a valid adequacy decision has been issued by the European Commission, except with the prior written consent of Customer. 
If Customer gives its consent to Vendor transferring personal data outside the EEA and a relevant European Commission decision on which the Customer has relied in authorizing the data Transfer is held to be invalid, or that any supervisory authority requires Transfers of Personal Data made pursuant to such decision to be suspended, then Customer may, at its discretion, require Vendor to cease Processing Personal Data to which this paragraph applies, or co-operate with it to facilitate use of an alternative Transfer mechanism.
[bookmark: _Hlk134650179]Vendor agrees to comply with the obligations of a data importer as set out in Attachment 2 to the Exhibit 1, and the Standard Contractual Clauses incorporated therein for the transfer of Personal Data to Data Processors established in third countries adopted by the Commission Implementing Decision (EU) 2021/914 of 4 June 2021 on standard contractual clauses for the Transfer of Personal Data to third countries pursuant to Regulation (EU) 2016/679 of the European Parliament and of the Council. Vendor acknowledges that Customer and its Affiliates will be a data exporter.  In particular, and without limiting the above obligation:
Vendor agrees to grant third party beneficiary rights to Data Subjects, as set out in clause 3 of the Standard Contractual Clauses; and
Vendor agrees that Vendor’s obligations under the Standard Contractual Clauses, notwithstanding the governing law set forth in this Agreement, shall be governed by the law(s) of the Member State(s) in which the Customer entity that is the data exporter is established.
attachment 1 to EXHIBIT 1 
TO THE Processing under GDPR or other data protection law
DATA PROCESSING DETAILS

[bookmark: OLE_LINK1][bookmark: OLE_LINK2][bookmark: OLE_LINK7]The following includes a list of details of which the Vendor shall provide to Customer upon execution of the Business Agreement. Further, Annex I to Attachment 2 to Exhibit 1 of this Agreement, also includes a list of details of which the Vendor shall provide to Customer upon execution of the Business Agreement.  Failure of the Vendor to provide the below information, or the information listed in Annex I to Attachment 2 to Exhibit 1, in sufficient detail to Customer, upon execution of the Business Agreement shall constitute a material breach of this Agreement and the Business Agreement.  


1.	DATA EXPORTER/CUSTOMER:
Customer and each EU-based subsidiary of the Customer’s family of companies 
2.	DATA IMPORTER/VENDOR:
[_______________]
3.	NATURE, SUBJECT MATTER AND PURPOSE OF THE PROCESSING:
[_______________]
4.	DURATION OF THE PROCESSING:
Until termination or expiration of the Business Agreement
5.	TYPE OF PERSONAL DATA BEING PROCESSED/TRANSFERRED:
[_______________] 
6.	SPECIAL CATEGORIES OF DATA (IF APPROPRIATE):
[_______________]
7.	CATEGORIES OF DATA SUBJECTS:
[_______________]
8.	SUBPROCESSOR(S) (IF APPROPRIATE):
[_______________]
9.	OBLIGATIONS AND RIGHTS OF CUSTOMER:
The obligations and rights of Customer are set forth in this Agreement.



ATTACHMENT 2 TO EXHIBIT 1
TO THE Processing under GDPR or other data protection law
STANDARD CONTRACTUAL CLAUSES
SECTION I
Clause 1
Purpose and scope 
0. The purpose of these standard contractual clauses is to ensure compliance with the requirements of Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard to the processing of personal data and on the free movement of such data (General Data Protection Regulation) for the transfer of personal data to a third country.
0. The Parties:
0. the natural or legal person(s), public authority/ies, agency/ies or other body/ies (hereinafter “entity/ies”) transferring the personal data, as listed in Annex I.A. (hereinafter each “data exporter”), and
0. the entity/ies in a third country receiving the personal data from the data exporter, directly or indirectly via another entity also Party to these Clauses, as listed in Annex I.A. (hereinafter each “data importer”)
have agreed to these standard contractual clauses (hereinafter: “Clauses”). 
0. These Clauses apply with respect to the transfer of personal data as specified in Annex I.B. 
0. The Appendix to these Clauses containing the Annexes referred to therein forms an integral part of these Clauses.
Clause 2
Effect and invariability of the Clauses
0. These Clauses set out appropriate safeguards, including enforceable data subject rights and effective legal remedies, pursuant to Article 46(1) and Article 46 (2)(c) of Regulation (EU) 2016/679 and, with respect to data transfers from controllers to processors and/or processors to processors, standard contractual clauses pursuant to Article 28(7) of Regulation (EU) 2016/679, provided they are not modified, except to select the appropriate Module(s) or to add or update information in the Appendix. This does not prevent the Parties from including the standard contractual clauses laid down in these Clauses in a wider contract and/or to add other clauses or additional safeguards, provided that they do not contradict, directly or indirectly, these Clauses or prejudice the fundamental rights or freedoms of data subjects. 
0. These Clauses are without prejudice to obligations to which the data exporter is subject by virtue of Regulation (EU) 2016/679.
Clause 3
Third-party beneficiaries
0. Data subjects may invoke and enforce these Clauses, as third-party beneficiaries, against the data exporter and/or data importer, with the following exceptions:
0. Clause 1, Clause 2, Clause 3, Clause 6, Clause 7;
0. Clause 8 - Module One: Clause 8.5 (e) and Clause 8.9(b); Module Two: Clause 8.1(b), 8.9(a), (c), (d) and (e); Module Three: Clause 8.1(a), (c) and (d) and Clause 8.9(a), (c), (d), (e), (f) and (g); Module Four: Clause 8.1 (b) and Clause 8.3(b);
0. Clause 9 - Module Two: Clause 9(a), (c), (d) and (e); Module Three: Clause 9(a), (c), (d) and (e);
0. Clause 12 - Module One: Clause 12(a) and (d); Modules Two and Three: Clause 12(a), (d) and (f);
0. Clause 13;
0. Clause 15.1(c), (d) and (e);
0. Clause 16(e);
0. Clause 18 - Modules One, Two and Three: Clause 18(a) and (b); Module Four: Clause 18.
0. Paragraph (a) is without prejudice to rights of data subjects under Regulation (EU) 2016/679.
Clause 4
Interpretation
0. Where these Clauses use terms that are defined in Regulation (EU) 2016/679, those terms shall have the same meaning as in that Regulation.
0. These Clauses shall be read and interpreted in the light of the provisions of Regulation (EU) 2016/679.
0. These Clauses shall not be interpreted in a way that conflicts with rights and obligations provided for in Regulation (EU) 2016/679. 
Clause 5
Hierarchy
In the event of a contradiction between these Clauses and the provisions of related agreements between the Parties, existing at the time these Clauses are agreed or entered into thereafter, these Clauses shall prevail.
Clause 6
Description of the transfer(s)
The details of the transfer(s), and in particular the categories of personal data that are transferred and the purpose(s) for which they are transferred, are specified in Annex I.B.
Clause 7 - Optional
Docking clause
0. An entity that is not a Party to these Clauses may, with the agreement of the Parties, accede to these Clauses at any time, either as a data exporter or as a data importer, by completing the Appendix and signing Annex I.A.  
0. Once it has completed the Appendix and signed Annex I.A, the acceding entity shall become a Party to these Clauses and have the rights and obligations of a data exporter or data importer in accordance with its designation in Annex I.A.
0. The acceding entity shall have no rights or obligations arising under these Clauses from the period prior to becoming a Party.

SECTION II – OBLIGATIONS OF THE PARTIES
Clause 8
Data protection safeguards
The data exporter warrants that it has used reasonable efforts to determine that the data importer is able, through the implementation of appropriate technical and organisational measures, to satisfy its obligations under these Clauses. 
8.1	Instructions
0. The data importer shall process the personal data only on documented instructions from the data exporter. The data exporter may give such instructions throughout the duration of the contract.
0. The data importer shall immediately inform the data exporter if it is unable to follow those instructions. 
8.2	Purpose limitation
The data importer shall process the personal data only for the specific purpose(s) of the transfer, as set out in Annex I.B, unless on further instructions from the data exporter. 
8.3	Transparency 
On request, the data exporter shall make a copy of these Clauses, including the Appendix as completed by the Parties, available to the data subject free of charge. To the extent necessary to protect business secrets or other confidential information, including the measures described in Annex II and personal data, the data exporter may redact part of the text of the Appendix to these Clauses prior to sharing a copy, but shall provide a meaningful summary where the data subject would otherwise not be able to understand the its content or exercise his/her rights. On request, the Parties shall provide the data subject with the reasons for the redactions, to the extent possible without revealing the redacted information. This Clause is without prejudice to the obligations of the data exporter under Articles 13 and 14 of Regulation (EU) 2016/679.  
8.4	Accuracy
If the data importer becomes aware that the personal data it has received is inaccurate, or has become outdated, it shall inform the data exporter without undue delay. In this case, the data importer shall cooperate with the data exporter to erase or rectify the data.
8.5	Duration of processing and erasure or return of data
Processing by the data importer shall only take place for the duration specified in Annex I.B. After the end of the provision of the processing services, the data importer shall, at the choice of the data exporter, delete all personal data processed on behalf of the data exporter and certify to the data exporter that it has done so, or return to the data exporter all personal data processed on its behalf and delete existing copies. Until the data is deleted or returned, the data importer shall continue to ensure compliance with these Clauses. In case of local laws applicable to the data importer that prohibit return or deletion of the personal data, the data importer warrants that it will continue to ensure compliance with these Clauses and will only process it to the extent and for as long as required under that local law. This is without prejudice to Clause 14, in particular the requirement for the data importer under Clause 14(e) to notify the data exporter throughout the duration of the contract if it has reason to believe that it is or has become subject to laws or practices not in line with the requirements under Clause 14(a). 
8.6	Security of processing
0. The data importer and, during transmission, also the data exporter shall implement appropriate technical and organisational measures to ensure the security of the data, including protection against a breach of security leading to accidental or unlawful destruction, loss, alteration, unauthorised disclosure or access to that data (hereinafter “personal data breach”). In assessing the appropriate level of security, the Parties shall take due account of the state of the art, the costs of implementation, the nature, scope, context and purpose(s) of processing and the risks involved in the processing for the data subjects. The Parties shall in particular consider having recourse to encryption or pseudonymisation, including during transmission, where the purpose of processing can be fulfilled in that manner. In case of pseudonymisation, the additional information for attributing the personal data to a specific data subject shall, where possible, remain under the exclusive control of the data exporter. In complying with its obligations under this paragraph, the data importer shall at least implement the technical and organisational measures specified in Annex II. The data importer shall carry out regular checks to ensure that these measures continue to provide an appropriate level of security. 
0. The data importer shall grant access to the personal data to members of its personnel only to the extent strictly necessary for the implementation, management and monitoring of the contract. It shall ensure that persons authorised to process the personal data have committed themselves to confidentiality or are under an appropriate statutory obligation of confidentiality. 
0. In the event of a personal data breach concerning personal data processed by the data importer under these Clauses, the data importer shall take appropriate measures to address the breach, including measures to mitigate its adverse effects. The data importer shall also notify the data exporter without undue delay after having become aware of the breach. Such notification shall contain the details of a contact point where more information can be obtained, a description of the nature of the breach (including, where possible, categories and approximate number of data subjects and personal data records concerned), its likely consequences and the measures taken or proposed to address the breach including, where appropriate, measures to mitigate its possible adverse effects. Where, and in so far as, it is not possible to provide all information at the same time, the initial notification shall contain the information then available and further information shall, as it becomes available, subsequently be provided without undue delay. 
0. The data importer shall cooperate with and assist the data exporter to enable the data exporter to comply with its obligations under Regulation (EU) 2016/679, in particular to notify the competent supervisory authority and the affected data subjects, taking into account the nature of processing and the information available to the data importer.
8.7	Sensitive data
Where the transfer involves personal data revealing racial or ethnic origin, political opinions, religious or philosophical beliefs, or trade union membership, genetic data, or biometric data for the purpose of uniquely identifying a natural person, data concerning health or a person’s sex life or sexual orientation, or data relating to criminal convictions and offences (hereinafter “sensitive data”), the data importer shall apply the specific restrictions and/or additional safeguards described in Annex I.B.
8.8	Onward transfers
The data importer shall only disclose the personal data to a third party on documented instructions from the data exporter. In addition, the data may only be disclosed to a third party located outside the European Union (in the same country as the data importer or in another third country, hereinafter “onward transfer”) if the third party is or agrees to be bound by these Clauses, under the appropriate Module, or if: 
0. the onward transfer is to a country benefitting from an adequacy decision pursuant to Article 45 of Regulation (EU) 2016/679 that covers the onward transfer; 
0. the third party otherwise ensures appropriate safeguards pursuant to Articles 46 or 47 Regulation of (EU) 2016/679 with respect to the processing in question;
0. the onward transfer is necessary for the establishment, exercise or defence of legal claims in the context of specific administrative, regulatory or judicial proceedings; or
0. the onward transfer is necessary in order to protect the vital interests of the data subject or of another natural person.
Any onward transfer is subject to compliance by the data importer with all the other safeguards under these Clauses, in particular purpose limitation.
8.9	Documentation and compliance
0. The data importer shall promptly and adequately deal with enquiries from the data exporter that relate to the processing under these Clauses. 
0. The Parties shall be able to demonstrate compliance with these Clauses. In particular, the data importer shall keep appropriate documentation on the processing activities carried out on behalf of the data exporter.
0. The data importer shall make available to the data exporter all information necessary to demonstrate compliance with the obligations set out in these Clauses and at the data exporter’s request, allow for and contribute to audits of the processing activities covered by these Clauses, at reasonable intervals or if there are indications of non-compliance. In deciding on a review or audit, the data exporter may take into account relevant certifications held by the data importer.   
0. The data exporter may choose to conduct the audit by itself or mandate an independent auditor. Audits may include inspections at the premises or physical facilities of the data importer and shall, where appropriate, be carried out with reasonable notice. 
0. The Parties shall make the information referred to in paragraphs (b) and (c), including the results of any audits, available to the competent supervisory authority on request. 
Clause 9
Use of sub-processors
0. The data importer shall not sub-contract any of its processing activities performed on behalf of the data exporter under these Clauses to a sub-processor without the data exporter’s prior specific written authorisation. The data importer shall submit the request for specific authorisation at least thirty (30) days prior to the engagement of the  sub-processor, together with the information necessary to enable the data exporter to decide on the authorisation. The list of sub-processors already authorised by the data exporter can be found in Annex III. The Parties shall keep Annex III up to date.
0. Where the data importer engages a sub-processor to carry out specific processing activities (on behalf of the data exporter), it shall do so by way of a written contract that provides for, in substance, the same data protection obligations as those binding the data importer under these Clauses, including in terms of third-party beneficiary rights for data subjects. The Parties agree that, by complying with this Clause, the data importer fulfils its obligations under Clause 8.8. The data importer shall ensure that the sub-processor complies with the obligations to which the data importer is subject pursuant to these Clauses.
0. The data importer shall provide, at the data exporter’s request, a copy of such a sub-processor agreement and any subsequent amendments to the data exporter. To the extent necessary to protect business secrets or other confidential information, including personal data, the data importer may redact the text of the agreement prior to sharing a copy.
0. The data importer shall remain fully responsible to the data exporter for the performance of the sub-processor’s obligations under its contract with the data importer. The data importer shall notify the data exporter of any failure by the sub-processor to fulfil its obligations under that contract. 
0. The data importer shall agree a third-party beneficiary clause with the sub-processor whereby - in the event the data importer has factually disappeared, ceased to exist in law or has become insolvent - the data exporter shall have the right to terminate the sub-processor contract and to instruct the sub-processor to erase or return the personal data.
Clause 10
Data subject rights
0. The data importer shall promptly notify the data exporter of any request it has received from a data subject. It shall not respond to that request itself unless it has been authorised to do so by the data exporter.
0. The data importer shall assist the data exporter in fulfilling its obligations to respond to data subjects’ requests for the exercise of their rights under Regulation (EU) 2016/679. In this regard, the Parties shall set out in Annex II the appropriate technical and organisational measures, taking into account the nature of the processing, by which the assistance shall be provided, as well as the scope and the extent of the assistance required. 
0. In fulfilling its obligations under paragraphs (a) and (b), the data importer shall comply with the instructions from the data exporter.

Clause 11
Redress
0. The data importer shall inform data subjects in a transparent and easily accessible format, through individual notice or on its website, of a contact point authorised to handle complaints. It shall deal promptly with any complaints it receives from a data subject. 
0. In case of a dispute between a data subject and one of the Parties as regards compliance with these Clauses, that Party shall use its best efforts to resolve the issue amicably in a timely fashion. The Parties shall keep each other informed about such disputes and, where appropriate, cooperate in resolving them.   
0. Where the data subject invokes a third-party beneficiary right pursuant to Clause 3, the data importer shall accept the decision of the data subject to: 
0. lodge a complaint with the supervisory authority in the Member State of his/her habitual residence or place of work, or the competent supervisory authority pursuant to Clause 13;
0. refer the dispute to the competent courts within the meaning of Clause 18.
0. The Parties accept that the data subject may be represented by a not-for-profit body, organisation or association under the conditions set out in Article 80(1) of Regulation (EU) 2016/679. 
0. The data importer shall abide by a decision that is binding under the applicable EU or Member State law.
0. The data importer agrees that the choice made by the data subject will not prejudice his/her substantive and procedural rights to seek remedies in accordance with applicable laws.
Clause 12
Liability
0. Each Party shall be liable to the other Party/ies for any damages it causes the other Party/ies by any breach of these Clauses. 
0. The data importer shall be liable to the data subject, and the data subject shall be entitled to receive compensation, for any material or non-material damages the data importer or its sub-processor causes the data subject by breaching the third-party beneficiary rights under these Clauses. 
0. Notwithstanding paragraph (b), the data exporter shall be liable to the data subject, and the data subject shall be entitled to receive compensation, for any material or non-material damages the data exporter or the data importer (or its sub-processor) causes the data subject by breaching the third-party beneficiary rights under these Clauses. This is without prejudice to the liability of the data exporter and, where the data exporter is a processor acting on behalf of a controller, to the liability of the controller under Regulation (EU) 2016/679 or Regulation (EU) 2018/1725, as applicable.
0. The Parties agree that if the data exporter is held liable under paragraph (c) for damages caused by the data importer (or its sub-processor), it shall be entitled to claim back from the data importer that part of the compensation corresponding to the data importer’s responsibility for the damage.
0. Where more than one Party is responsible for any damage caused to the data subject as a result of a breach of these Clauses, all responsible Parties shall be jointly and severally liable and the data subject is entitled to bring an action in court against any of these Parties.
0. The Parties agree that if one Party is held liable under paragraph (e), it shall be entitled to claim back from the other Party/ies that part of the compensation corresponding to its / their responsibility for the damage.
0. The data importer may not invoke the conduct of a sub-processor to avoid its own liability.
Clause 13
Supervision
0. The supervisory authority of the Member State in which the representative within the meaning of Article 27(1) of Regulation (EU) 2016/679 is established, as indicated in Annex I.C, shall act as competent supervisory authority. 
0. The data importer agrees to submit itself to the jurisdiction of and cooperate with the competent supervisory authority in any procedures aimed at ensuring compliance with these Clauses. In particular, the data importer agrees to respond to enquiries, submit to audits and comply with the measures adopted by the supervisory authority, including remedial and compensatory measures. It shall provide the supervisory authority with written confirmation that the necessary actions have been taken.


SECTION III – LOCAL LAWS AND OBLIGATIONS IN CASE OF ACCESS BY PUBLIC AUTHORITIES
Clause 14
Local laws and practices affecting compliance with the Clauses
0. The Parties warrant that they have no reason to believe that the laws and practices in the third country of destination applicable to the processing of the personal data by the data importer, including any requirements to disclose personal data or measures authorising access by public authorities, prevent the data importer from fulfilling its obligations under these Clauses. This is based on the understanding that laws and practices that respect the essence of the fundamental rights and freedoms and do not exceed what is necessary and proportionate in a democratic society to safeguard one of the objectives listed in Article 23(1) of Regulation (EU) 2016/679, are not in contradiction with these Clauses.
0. The Parties declare that in providing the warranty in paragraph (a), they have taken due account in particular of the following elements:
0. the specific circumstances of the transfer, including the length of the processing chain, the number of actors involved and the transmission channels used; intended onward transfers; the type of recipient; the purpose of processing; the categories and format of the transferred personal data; the economic sector in which the transfer occurs; the storage location of the data transferred; 
0. the laws and practices of the third country of destination– including those requiring the disclosure of data to public authorities or authorising access by such authorities – relevant in light of the specific circumstances of the transfer, and the applicable limitations and safeguards; 
0. any relevant contractual, technical or organisational safeguards put in place to supplement the safeguards under these Clauses, including measures applied during transmission and to the processing of the personal data in the country of destination.
0. The data importer warrants that, in carrying out the assessment under paragraph (b), it has made its best efforts to provide the data exporter with relevant information and agrees that it will continue to cooperate with the data exporter in ensuring compliance with these Clauses.
0. The Parties agree to document the assessment under paragraph (b) and make it available to the competent supervisory authority on request.
0. The data importer agrees to notify the data exporter promptly if, after having agreed to these Clauses and for the duration of the contract, it has reason to believe that it is or has become subject to laws or practices not in line with the requirements under paragraph (a), including following a change in the laws of the third country or a measure (such as a disclosure request) indicating an application of such laws in practice that is not in line with the requirements in paragraph (a). 
0. Following a notification pursuant to paragraph (e), or if the data exporter otherwise has reason to believe that the data importer can no longer fulfil its obligations under these Clauses, the data exporter shall promptly identify appropriate measures (e.g. technical or organisational measures to ensure security and confidentiality) to be adopted by the data exporter and/or data importer to address the situation. The data exporter shall suspend the data transfer if it considers that no appropriate safeguards for such transfer can be ensured, or if instructed by the competent supervisory authority to do so. In this case, the data exporter shall be entitled to terminate the contract, insofar as it concerns the processing of personal data under these Clauses. If the contract involves more than two Parties, the data exporter may exercise this right to termination only with respect to the relevant Party, unless the Parties have agreed otherwise. Where the contract is terminated pursuant to this Clause, Clause 16(d) and (e) shall apply.  
Clause 15
Obligations of the data importer in case of access by public authorities
15.1	Notification
0. The data importer agrees to notify the data exporter and, where possible, the data subject promptly (if necessary with the help of the data exporter) if it: 
0. receives a legally binding request from a public authority, including judicial authorities, under the laws of the country of destination for the disclosure of personal data transferred pursuant to these Clauses; such notification shall include information about the personal data requested, the requesting authority, the legal basis for the request and the response provided; or
0. becomes aware of any direct access by public authorities to personal data transferred pursuant to these Clauses in accordance with the laws of the country of destination; such notification shall include all information available to the importer.
0. If the data importer is prohibited from notifying the data exporter and/or the data subject under the laws of the country of destination, the data importer agrees to use its best efforts to obtain a waiver of the prohibition, with a view to communicating as much information as possible, as soon as possible. The data importer agrees to document its best efforts in order to be able to demonstrate them on request of the data exporter. 
0. Where permissible under the laws of the country of destination, the data importer agrees to provide the data exporter, at regular intervals for the duration of the contract, with as much relevant information as possible on the requests received (in particular, number of requests, type of data requested, requesting authority/ies, whether requests have been challenged and the outcome of such challenges, etc.). 
0. The data importer agrees to preserve the information pursuant to paragraphs (a) to (c) for the duration of the contract and make it available to the competent supervisory authority on request. 
0. Paragraphs (a) to (c) are without prejudice to the obligation of the data importer pursuant to Clause 14(e) and Clause 16 to inform the data exporter promptly where it is unable to comply with these Clauses.
15.2	Review of legality and data minimisation
0. The data importer agrees to review the legality of the request for disclosure, in particular whether it remains within the powers granted to the requesting public authority, and to challenge the request if, after careful assessment, it concludes that there are reasonable grounds to consider that the request is unlawful under the laws of the country of destination, applicable obligations under international law and principles of international comity. The data importer shall, under the same conditions, pursue possibilities of appeal. When challenging a request, the data importer shall seek interim measures with a view to suspending the effects of the request until the competent judicial authority has decided on its merits. It shall not disclose the personal data requested until required to do so under the applicable procedural rules. These requirements are without prejudice to the obligations of the data importer under Clause 14(e).
0. The data importer agrees to document its legal assessment and any challenge to the request for disclosure and, to the extent permissible under the laws of the country of destination, make the documentation available to the data exporter. It shall also make it available to the competent supervisory authority on request. 
0. The data importer agrees to provide the minimum amount of information permissible when responding to a request for disclosure, based on a reasonable interpretation of the request.

SECTION IV – FINAL PROVISIONS
Clause 16
Non-compliance with the Clauses and termination
0. The data importer shall promptly inform the data exporter if it is unable to comply with these Clauses, for whatever reason. 
0. In the event that the data importer is in breach of these Clauses or unable to comply with these Clauses, the data exporter shall suspend the transfer of personal data to the data importer until compliance is again ensured or the contract is terminated. This is without prejudice to Clause 14(f).
0. The data exporter shall be entitled to terminate the contract, insofar as it concerns the processing of personal data under these Clauses, where:
0. the data exporter has suspended the transfer of personal data to the data importer pursuant to paragraph (b) and compliance with these Clauses is not restored within a reasonable time and in any event within one month of suspension; 
0. the data importer is in substantial or persistent breach of these Clauses; or
0. the data importer fails to comply with a binding decision of a competent court or supervisory authority regarding its obligations under these Clauses.
In these cases, it shall inform the competent supervisory authority of such non-compliance. Where the contract involves more than two Parties, the data exporter may exercise this right to termination only with respect to the relevant Party, unless the Parties have agreed otherwise. 
0. Personal data that has been transferred prior to the termination of the contract pursuant to paragraph (c) shall at the choice of the data exporter immediately be returned to the data exporter or deleted in its entirety. The same shall apply to any copies of the data. The data importer shall certify the deletion of the data to the data exporter. Until the data is deleted or returned, the data importer shall continue to ensure compliance with these Clauses. In case of local laws applicable to the data importer that prohibit the return or deletion of the transferred personal data, the data importer warrants that it will continue to ensure compliance with these Clauses and will only process the data to the extent and for as long as required under that local law. 
0. Either Party may revoke its agreement to be bound by these Clauses where (i) the European Commission adopts a decision pursuant to Article 45(3) of Regulation (EU) 2016/679 that covers the transfer of personal data to which these Clauses apply; or (ii) Regulation (EU) 2016/679 becomes part of the legal framework of the country to which the personal data is transferred. This is without prejudice to other obligations applying to the processing in question under Regulation (EU) 2016/679. 
Clause 17
Governing law
These Clauses shall be governed by the law of the EU Member State in which the data exporter is established. Where such law does not allow for third-party beneficiary rights, they shall be governed by the law of another EU Member State that does allow for third-party beneficiary rights. The Parties agree that this shall be the law of Germany. 
Clause 18
Choice of forum and jurisdiction
0. Any dispute arising from these Clauses shall be resolved by the courts of an EU Member State.
0. The Parties agree that those shall be the courts of Germany. 
0. A data subject may also bring legal proceedings against the data exporter and/or data importer before the courts of the Member State in which he/she has his/her habitual residence. 
0. The Parties agree to submit themselves to the jurisdiction of such courts.

APPENDIX TO THE STANDARD CONTRACTUAL CLAUSES
ANNEX I TO THE APPENDIX TO THE STANDARD CONTRACTUAL CLAUSES
A. LIST OF PARTIES

Data exporter(s): [Identity and contact details of the data exporter(s) and, where applicable, of its/their data protection officer and/or representative in the European Union] 
1. Name: 
Address: …
Contact person’s name, position and contact details: …
Activities relevant to the data transferred under these Clauses: …
Signature and date: …
Role (controller/processor): Controller


Data importer(s): [Identity and contact details of the data importer(s), including any contact person with responsibility for data protection]
1. Name: …
Address: …
Contact person’s name, position and contact details: …
Activities relevant to the data transferred under these Clauses: …
Signature and date: …
Role (controller/processor): Processor

[bookmark: _Ref42601435]B. DESCRIPTION OF TRANSFER

Categories of data subjects whose personal data is transferred
[INSERT]
Categories of personal data transferred
[INSERT]

Sensitive data transferred (if applicable) and applied restrictions or safeguards that fully take into consideration the nature of the data and the risks involved, such as for instance strict purpose limitation, access restrictions (including access only for staff having followed specialised training), keeping a record of access to the data, restrictions for onward transfers or additional security measures.
[INSERT]
The frequency of the transfer (e.g. whether the data is transferred on a one-off or continuous basis).
[INSERT]
Nature of the processing
[INSERT]
Purpose(s) of the data transfer and further processing
[INSERT]
The period for which the personal data will be retained, or, if that is not possible, the criteria used to determine that period 
[INSERT]
For transfers to (sub-) processors, also specify subject matter, nature and duration of the processing
[INSERT]

C. COMPETENT SUPERVISORY AUTHORITY

Identify the competent supervisory authority/ies in accordance with Clause 13
[INSERT]


ATTACHMENT 3 TO EXHIBIT 1
TO THE Processing under GDPR or other data protection law
(ANNEX II TO THE APPENDIX TO THE STANDARD CONTRACTUAL CLAUSES )
[bookmark: OLE_LINK27][bookmark: OLE_LINK8]The following includes a list of details of which the Vendor shall provide to Customer upon execution of the Business Agreement. Failure of the Vendor to provide the below information in sufficient detail to Customer, upon execution of the Business Agreement shall constitute a material breach of this Agreement and the Business Agreement.  

TECHNICAL AND ORGANISATIONAL MEASURES INCLUDING TECHNICAL AND ORGANISATIONAL MEASURES TO ENSURE THE SECURITY OF THE DATA

EXPLANATORY NOTE: 
The technical and organisational measures must be described in specific (and not generic) terms. See also the general comment on the first page of the Appendix, in particular on the need to clearly indicate which measures apply to each transfer/set of transfers.
Description of the technical and organizational measures implemented by the data importer(s) (including any relevant certifications) to ensure an appropriate level of security, taking into account the nature, scope, context and purpose of the processing, and the risks for the rights and freedoms of natural persons. For transfers to (sub-) processors, also describe the specific technical and organisational measures to be taken by the (sub-) processor to be able to provide assistance to the controller and, for transfers from a processor to a sub-processor, to the data exporter


Technial and Organizational Measures:
[INSERT]
[bookmark: _Toc14271725][bookmark: _Toc14271929][bookmark: _Toc14391529][bookmark: _Toc14391611][bookmark: _Toc14391847][bookmark: _Toc14435437][bookmark: _Toc511035887][bookmark: _Toc506305867][bookmark: _Toc505780023][bookmark: _Toc505602990][bookmark: _Toc501369811]

ATTACHMENT 4 TO EXHIBIT 1
TO THE Processing under GDPR or other data protection law
(ANNEX III TO THE APPENDIX TO THE STANDARD CONTRACTUAL CLAUSES)
LIST OF SUB-PROCESSORS

The controller has authorised the use of the following sub-processors: 

1. Name: …
Address: …
Contact person’s name, position and contact details: …
Description of processing (including a clear delimitation of responsibilities in case several sub-processors are authorised): …

2. …





Exhibit 2: Processing under PIPL
[bookmark: OLE_LINK19][bookmark: OLE_LINK20]Status of the Parties 双方地位
[bookmark: OLE_LINK21][bookmark: OLE_LINK22]2.1	The Parties agree that, with respect to all Customer Data and purposes of Processing described in the Agreement, Customer is PI Processor and Vendor is Entrusted Party. For the avoidance of doubt, this Agreement does not supersede or otherwise impact any other data privacy agreement or provisions between Customer and Vendor that may govern compliance with other data privacy regulatory regimes. 
               双方同意，就本协议描述的所有客户数据和处理目的而言，客户是个人信息处理者，供应商是受托方。为避免疑问，本协议不会取代或以其他方式影响客户与供应商之间可能为遵守其他数据隐私监管体系而订立的任何其他数据隐私协议或规定。
[bookmark: _Ref515374812][bookmark: _Ref519171768]Description of the Processing 处理详情
3.1	The details of the Processing operations, in particular the purposes of Processing, the duration of Processing, the means of Processing, the type of Personal Information, are specified in Annex II.
               附件二对处理活动作出了具体说明，特别是处理目的、期限、处理方式、个人信息的种类。
The Rights and Obligations of Customer 客户的权利和义务
[bookmark: _Ref502776979][bookmark: _9kR3WTr29948AADfRjVgA63xr1yk4B65t6AtAB8][bookmark: _9kR3WTr29949GFDfRjVgA63xr1yk4B65t6AtAB8][bookmark: _Ref495340072]Customer, as PI Processor, is responsible for ensuring that the Processing described in the Agreement takes place in compliance with Data Protection Laws. 
作为个人信息处理者的客户有义务确保本协议描述的处理活动符合数据保护法律的规定。
Customer shall determine the purposes and means for the Processing of Customer Data. 
客户应决定处理客户数据的目的和方式。
Customer has the right to monitor Vendor’s Processing of Customer Data pursuant to this Agreement. 
客户有权对供应商根据本协议处理客户数据的活动进行监督。
The Rights and Obligations of Vendor 供应商的权利和义务
[bookmark: _Ref507419065]Vendor, as Entrusted Party, shall: 
作为受托方的供应商有如下义务：
[bookmark: _9kMLK5YVt3AB6CLWji6tu][bookmark: _9kMLK5YVt3AB7AGUji6tu][bookmark: _9kMHG5YVt3AB6CGP4rsPb7A1l184AiQ8]Law: Process Customer Data in compliance with Data Protection Laws. 
法律：依照数据保护法律的规定处理客户数据。
[bookmark: _9kR3WTr29948BBDnGN4BBDzz628D][bookmark: _9kR3WTr29949HGDnGN4BBDzz628D][bookmark: _9kR3WTr2995BB9DnGN4BBDzz628D][bookmark: _Ref502682219][bookmark: _Hlk98931003][bookmark: _Hlk98931202][bookmark: _9kMML5YVt3AB6CLWji6tu][bookmark: _9kMML5YVt3AB7AGUji6tu]Instructions: only Process Customer Data in accordance with this Agreement, the Business Agreement and Customer's other written instructions, including with regard to international Transfers of Personal Information and any instructions to cease or terminate Processing of Customer Data, unless required otherwise pursuant to Applicable Laws to which Vendor is subject (in which case, Vendor shall inform Customer of that legal requirement before Processing). 
指示：仅依据本协议、主协议的规定以及客户的其他书面指示（包括个人信息的跨境提供、停止或终止处理客户数据的任何指示）处理客户数据，除非供应商须遵守的适用法律另有要求（在此情况下，供应商应在处理前告知客户该等法律要求）。
Disclosure: not disclose Customer Data to any government, authority or other third party except as necessary to comply with Applicable Laws, or with Customer's prior written consent. For the avoidance of doubt, Vendor shall not sell any Customer Data to another third party. To the extent permitted by Applicable Laws, Vendor shall immediately notify Customer if Vendor receives a request from any government or authority to disclose Customer Data. Where possible, the notice will (a) attach a copy of the request, and (b) if not covered by (a), specify (i) the identity of the requester, (ii) the scope and purposes of the request and (iii) the date of the request and any deadline for a response. 
披露：不得向任何政府、主管部门或其他第三方披露客户数据，除非为遵守适用法律的规定或已获得客户事先的书面同意。为避免疑问，供应商不得将任何客户数据出售给其他第三方。在适用法律允许的范围内，如果供应商收到任何政府或主管部门提出的披露客户数据的要求，供应商应立即通知客户。在可能的情况下，该等通知应 ：(a) 附上披露客户数据请求的副本； (b) 在没有披露客户数据请求副本的情况下，说明 (i) 请求者的身份 (ii) 请求的范围和目的以及 (iii) 发出请求的日期和回应请求的最后期限。
[bookmark: _9kMNM5YVt3AB6CLWji6tu][bookmark: _9kMNM5YVt3AB7AGUji6tu]Purposes: not Process Customer Data for any purpose other than as permitted under Annex II to this Agreement and Paragraph 5.1.2 (Instructions) of this Agreement. 
目的：除本协议附件二和第5.1.2款（指示）允许的情况外，不得为任何其他目的处理客户数据。
Security:
安全：
[bookmark: _9kMHzG6ZWu4BC7DMXkj7uv][bookmark: _9kMHzG6ZWu4BC8BHVkj7uv]implement and maintain all appropriate technical and organizational measures to ensure physical, organizational and logical security of Customer Data as required by Data Protection Laws and which shall include protection against a PI Incident; 
采取和保障所有适当的技术和组织措施，确保对客户数据的物理、组织和逻辑安全的保护符合数据保护法律的要求，包括对个人信息事件的防范。
[bookmark: _9kMH1I6ZWu4BC7DMXkj7uv][bookmark: _9kMH1I6ZWu4BC8BHVkj7uv]ensure that the above technical and organizational measures provide best practice security in respect of the Processing of Customer Data and comply at all times with security measures specified in Annex III. Vendor acknowledges and agrees that compliance with Annex III shall not relieve Vendor of any liability otherwise arising under this Paragraph 5.1.5 regarding the security of PI; and
[bookmark: OLE_LINK3][bookmark: OLE_LINK4]确保上述技术和组织措施在处理客户数据时提供最佳的安全保障，并始终遵守附件三规定的安全措施。供应商承认并同意，对附件三的遵守不免除供应商在本协议第5.1.5款下有关个人信息的安全所产生的任何责任；和
provide, on Customer's request, a written description of the technical and organizational measures employed by Vendor for Processing of Customer Data (within timescales reasonably required by Customer). 
应客户要求，（在客户合理要求的时间范围内）提供供应商为处理客户数据而采用的技术和组织措施的书面说明。
Personnel: take all reasonable steps to ensure the reliability of any personnel who may have access to, or are authorized to Process, Customer Data and ensure such personnel do not Process Customer Data except as permitted under Paragraph 5.1.2 (Instructions). This includes the obligation to ensure that such personnel are bound by appropriate contractual confidentiality, data protection, and data security obligations that are at least as restrictive as this Agreement, or are under appropriate statutory obligations of confidentiality, only have access required to provide the Services and at all times act in compliance with Data Protection Laws and the obligations of this Agreement. 
人员：采取一切合理措施，确保可能访问或被授权处理客户数据的任何人员的可靠性，并确保这些人员仅在本协议第5.1.2款（指示）允许的范围内处理客户数据。该等合理措施包括有义务确保这些人员受到至少与本协议同等严格的适当合同保密、数据保护和数据安全义务的约束，或者受到适当的法定保密义务的约束。这些人员只拥有提供服务所必需的访问权，并需在任何时候都应遵守数据保护法律和本协议规定的义务。
[bookmark: _9kMI6M6ZWu45678FVFy9CYAxy][bookmark: _9kMI1H6ZWu4AB7DNYFy9CYAxy]Individual Rights: assist Customer by establishing and maintaining appropriate technical and organizational measures for the fulfillment of Customer's obligation to respond to requests for exercising of individual rights set out in Data Protection Laws, in particular Chapter IV of the PIPL. 
个人权利：通过建立和维护适当的技术和组织措施来协助客户履行客户的义务，以响应个人基于数据保护法律（特别是《个保法》第四章）赋予其的权利所提出的相关请求。
Other Entrusted Party:
其他受托方：
[bookmark: _Ref506304866][bookmark: _9kR3WTr2995BCADslt07ytwklqlvKMICy9LMM8z][bookmark: _Hlk98937388][bookmark: _9kMIH5YVt39A6DJgNtB3liz][bookmark: _9kMIH5YVt3AB6DKhNtB3liz][bookmark: _9kMIH5YVt39A6EKgNtB3liz][bookmark: _9kMIH5YVt3AB6ELhNtB3liz][bookmark: _9kMH3K6ZWu4BC7DMXkj7uv][bookmark: _9kMH3K6ZWu4BC8BHVkj7uv][bookmark: _9kMNM5YVt46678BbGp91ny][bookmark: _9kR3WTr1784BDWWwitfa6sj0FCC][bookmark: _9kR3WTr1784CEWWwitfa6sj0FCC][bookmark: _9kR3WTr17858HeWwitfa6sj0FCC]not engage any other Entrusted Party in relation to the Services or transfer or disclose any Customer Data to any Entrusted Party, service provider, sub-contractor or other party (including any Vendor Affiliates) (“Other Entrusted Party”) without the prior specific written authorization of Customer; 
未经客户事先的特别书面授权，不得为提供服务聘用任何其他受托方，或向任何其他受托方、服务提供商、分包商或其他方（包括任何供应商的关联公司）（“其他受托方”）转让或披露任何客户数据。
[bookmark: _9kR3WTr2995BDBDslopngpE8pxy30vIPCFRD85D][bookmark: _Ref506305177][bookmark: _Ref453233467][bookmark: _Ref459043762][bookmark: _9kMHG5YVt4BB7DECFunv290vymnsnxMOKE0BNOO][bookmark: _9kMML5YVt39A6DFYYykvhc8ul2HEE][bookmark: _9kMML5YVt39A6EGYYykvhc8ul2HEE]if any general written authorisation in respect of Other Entrusted Party is provided by Customer pursuant to Paragraph 5.1.8(a), inform Customer in writing of any intended changes concerning the addition or replacement of any Other Entrusted Party; 
如果客户根据本协议第5.1.8(a) 款提供了关于其他受托方的任何一般性书面授权，则供应商应以书面形式通知客户有关增加或替换任何其他受托方的任何预期变化。
if Customer objects to any intended changes concerning the addition or replacement of any Other Entrusted Party notified to Customer in accordance with Paragraph 5.1.8(b), not engage, or cease to engage, the Other Entrusted Party in relation to the Services and shall not transfer or disclose any Customer Data to such Other Entrusted Party; 
如果客户反对供应商根据本协议第5.1.8(b) 款通知客户的有关增加或替换任何其他受托方的任何预期变化，则供应商不得为提供服务聘用该等其他受托方或者须停止聘用该等其他受托方，并且不得向该等其他受托方转移或披露任何客户数据。
carry out adequate due diligence to ensure that each Other Entrusted Party approved by Customer under this Paragraph 5.1.8 (Other Entrusted Party) is capable of providing a level of protection for Customer Data required by this Agreement; 
进行充分的尽职调查，以确保客户根据本协议第5.1.8款（其他受托方）批准的每一个其他受托方都能够为客户数据提供符合本协议要求的保护水平。
[bookmark: _9kMLK5YVt3AB6CGP4rsPb7A1l184AiQ8]enter into a written agreement with each Other Entrusted Party approved by Customer under this Paragraph 5.1.8 (Other Entrusted Party) containing obligations on such Other Entrusted Party which are equivalent to, and no less onerous than, those set out in this Agreement. In particular, the engagement of an Other Entrusted Party is subject to the Other Entrusted Party providing sufficient guarantees to implement appropriate technical and organisational measures in such a manner that the Processing will meet the requirements of applicable Data Protection Laws and this Agreement.  Vendor shall remain fully liable to Customer for the Other Entrusted Party’s failure to fulfill its obligations under such written agreement or Data Protection Laws, as if such failure were its own; 
与客户根据本协议第5.1.8款（其他受托方）批准的每一个其他受托方分别签订书面协议，该等书面协议对其他受托方的义务规定不得低于且应与本协议对供应商的要求相当。特别是，供应商聘用其他受托方的前提是其他受托方能够提供充分的保证，实施适当的技术和组织措施，使其处理活动符合适用的数据保护法律和本协议的要求。若其他受托方未能履行其在该等书面协议或数据保护法律下的义务，供应商应继续对客户就其他受托方未能履行的义务承担全部责任。
provide Customer for review such copies of the written agreements with Other Entrusted Party (which may be redacted to remove confidential commercial information not relevant to the requirements of this Agreement) as Customer may reasonably request from time to time; and
按照客户不时提出的合理要求，向客户提供与其他受托方达成的书面协议的副本（这些副本可被编辑，以删除与本协议要求无关的机密信息），以供客户审查；并且
at all times be able to provide Customer with an updated list of Other Entrusted Party in use (subject to the requirements in this Paragraph). 
在任何时候都能够向客户提供其（在符合本协议第5.1.8款（其他受托方）要求的前提下）正在使用的其他受托方的最新名单。
[bookmark: _Ref507422878]Audit and investigations: 
审计和调查：
[bookmark: _Ref507421329][bookmark: _9kMPO5YVt46678BbGp91ny][bookmark: _9kMJ7M6ZWu45678FVFy9CYAxy][bookmark: _9kMJ2H6ZWu4AB7DNYFy9CYAxy][bookmark: _9kMJ1G6ZWu4AB7ENke841vpz][bookmark: _9kMJ1G6ZWu4AB7FOke841vpz][bookmark: _9kMI0G6ZWu4BC7DMXkj7uv][bookmark: _9kMI0G6ZWu4BC8BHVkj7uv][bookmark: _9kMML5YVt3AB6CGP4rsPb7A1l184AiQ8][bookmark: _9kMJ3I6ZWu4AB7ENke841vpz][bookmark: _9kMJ3I6ZWu4AB7FOke841vpz][bookmark: _9kMNM5YVt3AB6CGP4rsPb7A1l184AiQ8]contribute to and permit Customer, or a third-party auditor acting under Customer's direction, to conduct, data protection and/or security audits, including inspections in particular on-site inspections of the Vendor’s business premises or processing facilities, concerning the Vendor’s data protection and security procedures relating to the Processing of Customer Data, its compliance with this Agreement and Data Protection Laws. Customer may, in its sole discretion, require Vendor to make available all information, access to premises, systems and personnel necessary to demonstrate evidence of Vendor’s compliance with this Agreement and Data Protection Laws; 
协助并允许客户或按照客户指令行事的第三方审计机构进行数据保护和/或安全审计，包括检查，特别是对供应商的营业场所或处理设备实施的现场检查。审计内容涉及供应商与客户数据处理有关的数据保护和安全程序，以及供应商对本协议和数据保护法律的遵守情况。客户可自行决定，要求供应商提供所有必要的信息、对相关场所和系统的访问权限和人员协助，以证明供应商遵守本协议和数据保护法律的规定；
[bookmark: _Ref507421334]permit Chinese Data Regulator and/or its appointed auditors corresponding access and assistance for the purposes under Paragraph 5.1.9(a) or otherwise required by Applicable Laws; and 
允许中国数据监管机关和/或其委托的审计机构为本协议第5.1.9(a) 款所述目的或适用法律所要求的目的提供相应的访问权限和协助；以及
provide assistance to Customer in replying to investigations and inquiries from any Chinese Data Regulator. 
协助客户回复中国数据监管机关的任何调查和询问。
Personal Information Incident: 
个人信息事件：
[bookmark: _9kR3WTr2CC46EOG6yimp8L][bookmark: _9kMKJ5YVt3AB6DEOEx8BX9wxHQ8E2m6][bookmark: _9kMKJ5YVt3AB6EFOEx8BX9wxHQ8E2m6]provide all reasonable assistance to Customer in relation to any PI Incident relating to the Services including, where applicable, with the notification of Chinese Data Regulator of the PI Incident and the communication of the PI Incident to affected individuals, as required by Data Protection Laws. In particular, Vendor shall, without undue delay (and in any event within 24 hours) after it or its Other Entrusted Party becoming aware of a PI Incident, provide Customer with as much detail relating to the PI Incident as are available to Vendor at the time of such notification. Notification to Customer shall include, at a minimum, informing Customer’s Chief Information Security Officer as well as its General Counsel and such notification shall at least include the following information: 
就与提供服务相关的任何个人信息事件向客户提供一切合理的协助，包括在适用的情况下，按照数据保护法律的要求，向中国数据监管机关和受影响的个人通知个人信息事件。特别是，供应商应在知悉或在其聘用的其他受托方知悉个人信息事件后及时地（任何情况下都不得超过24小时）向客户提供其在告知客户时已经知晓的与个人信息事件相关的详细信息。该等通知至少需传达给客户的首席信息安全官和法律顾问，并且至少应包括以下信息：
· details of the nature of the PI Incident; 
个人信息事件的详细信息；
· the nature of Customer Data affected, including the types of PI and the number of individuals and PI records concerned; 
受影响的客户数据的详细信息，包括数据类型、受影响的个人和个人信息记录的数量；
· the name and contact details of Vendor's Data Protection Officer or relevant contact point; 
供应商数据保护官或其他联系人的姓名和联系方式；
· [bookmark: _9kMJ5K6ZWu4AB7ENke841vpz][bookmark: _9kMJ5K6ZWu4AB7FOke841vpz]Vendor's opinion as to the possible consequences of the PI Incident; and
供应商对个人信息事件可能造成的危害的意见；以及
· the remedial measures taken to, or proposed to be taken, to address the PI Incident and mitigate its possible effects. 
为处理个人信息事件和减轻其可能造成的影响而采取或建议采取的补救措施。
provide Customer with regular updates on the PI Incident and the information reasonably requested under Paragraph 5.1.10(a) as Vendor becomes aware of it; 
向客户提供有关个人信息事件的定期更新以及客户根据本协议第 5.1.10(a) 款规定合理要求的信息（在供应商知道该等信息时）；
take all reasonable steps to mitigate the effects and to minimize any damage resulting from the PI Incident; 
采取一切合理措施以减轻个人信息事件影响，并将其造成的任何损害降至最低；
promptly comply with any instructions provided by, and cooperate with, Customer in relation to the PI Incident; and
迅速遵守客户作出的与个人信息事件相关的任何指示，并与客户合作；以及
maintain a log of the PI Incident including facts, effects and remedial action taken for at least six months. 
留存至少六个月的与个人信息事件相关的日志，包括事实、影响和采取的补救措施。
New Types of Processing and PIPIAs: 
新类型的处理和个人信息保护影响评估：
[bookmark: _9kMI2I6ZWu4BC7DMXkj7uv][bookmark: _9kMI2I6ZWu4BC8BHVkj7uv]notify Customer prior to adopting any new types of Processing in respect of Customer Data (including the use of automated decision-making, new technology); and
在对客户数据采用任何新类型的处理（包括使用自动化决策、新技术）之前事先通知客户；以及
[bookmark: _9kR3WTr2CC46GQG6yimp8N][bookmark: _9kMON5YVt3AB6CGP4rsPb7A1l184AiQ8][bookmark: _9kMI3J6ZWu4BC7DMXkj7uv][bookmark: _9kMI3J6ZWu4BC8BHVkj7uv]assist Customer with data protection and/or security assessments (including the Personal Information Protection Impact Assessment (“PIPIA”) under Article 55 of the PIPL) in respect of the existing and any new type of Processing proposed, in accordance with Data Protection Laws, including in order to assess the probability and seriousness of the risks inherent in the Processing of Customer Data, taking into account its nature, scope, context, purposes and level of risk. 
协助客户根据数据保护法律的规定（包括根据《个保法》第 55 条规定的个人信息保护影响评估），就现有的和任何新类型的处理活动进行数据保护和/或安全评估，包括在综合考虑处理性质、范围、背景、目的和风险程度的基础上，评估处理客户数据可能存在的潜在风险和风险高低程度。
[bookmark: _Ref509415064]Termination: except as otherwise provided by Applicable Laws, on expiry or termination of the relevant Services or the Business Agreement, for whatever reason or otherwise on Customer's written instructions: 
终止：除非适用法律另有规定或客户另有书面指示，在相关服务或主协议到期或终止时，无论出于何种原因均应：
cease all Processing of Customer Data and shall, at Customer's election, destroy all Customer Data and/or transfer and return all Customer Data to Customer; and 
停止对客户数据的一切处理，并且按照客户的选择，删除所有的客户数据和/或将所有客户数据返还给客户；并且
procure that an appropriate senior manager confirms such destruction or deletion in writing to Customer. 
促使适当的高级管理人员以书面形式向客户确认此类销毁或删除。
Disposal: not dispose, re-assign or re-use any equipment or any electronic, magnetic or other medium which is or has been used to store Customer Data or any other data that has been generated, obtained, held, used or stored for the purposes of the Business Agreement without ensuring that such Customer Data has been entirely removed, or otherwise securely obliterated. 
处置：在未确保完全删除或以其他方式安全销毁客户数据的情况下，不得处置、重新分配或重新使用用来存储客户数据或为主协议目的产生、获得、持有、使用或存储的任何其他数据的任何设备或任何电子、磁性或其他媒介。
[bookmark: _9kMK7L6ZWu45678FVFy9CYAxy][bookmark: _9kMK2G6ZWu4AB7DNYFy9CYAxy]Co-operation and assistance: at Customer's reasonable request at any time, participate in, and provide all reasonable assistance in a timely manner with any obligations imposed on Customer under Applicable Laws. 
合作和协助：应客户不时提出的合理要求，参与并及时提供一切合理的协助，以协助客户履行适用法律对客户规定的任何义务。
Records: maintain an accurate, up-to-date written log of all Processing of Customer Data performed on Customer's behalf. The written log shall include the following information: (i) the categories of recipients to whom Customer Data have been or will be disclosed (which shall distinguish between accesses due to regular business operations and accesses due to orders or requests for access by any government or authorities); and (ii) the names of the countries in which Customer Data will be Processed and, where applicable, details of any documentation entered into in accordance with Paragraph 6 (International Transfers). Vendor will provide Customer a copy of such log upon Customer’s request. 
[bookmark: OLE_LINK5][bookmark: OLE_LINK6]记录：对代表客户针对客户数据进行的所有处理活动保持准确、最新的书面记录。该等书面记录应包括如下信息：(i) 已经或将要向其披露客户数据的接收方的类别（需区分因正常业务操作而进行的访问和因任何政府或主管部门的命令或访问要求而进行的访问）；以及 (ii) 对客户数据的处理将在哪些国家进行，并在适用情况下提供根据本协议第6条（跨境传输）签订的任何文件的详细信息。供应商将根据客户的要求向客户提供该等书面记录的副本。
[bookmark: _Ref508121906]International Transfers 跨境传输
[bookmark: OLE_LINK51]If applicable to the Services and Customer notifies Vendor that it wishes to incorporate such Chinese SCCs”) into this Agreement, Vendor shall agree to the changes as reasonably required by Customer in order to achieve this. 
如果服务的提供涉及个人信息的跨境转移，且客户通知供应商其希望将中国标准合同条款纳入本协议，则供应商应同意客户为实现这一目的而合理要求的变更。
Any transfer of Customer Data to a country outside of China by Vendor or Other Entrusted Party shall be done only on the basis of documented instructions from Customer and shall take place in compliance with Data Protection Laws, in particular Chapter III of the PIPL. 
供应商和其他受托方应仅根据客户的书面指示将客户数据传输到中国以外的国家/地区，并应遵守数据保护法律的规定，特别是 《个保法》第三章。
Vendor shall regularly review its internal policies for the international transfer of Personal Information to assess the suitability of the implemented supplementary measures and identify and implement additional or alternative solutions as necessary to ensure that an adequate level of data protection is maintained. 
供应商应定期审查其关于个人信息跨境传输的内部政策，以评估其现行补充措施的适宜性，并在必要时确定和实施额外的或替代的解决方案，以确保其能够提供充分的数据保护水平。
Liability 责任
[bookmark: _Ref508888068]Any exclusions and limitations of liability of Vendor set out in the Business Agreement shall not be applicable to Vendor’s Processing of Customer Data and/or this Agreement. 
主协议中规定的供应商的任何免责和责任限制不适用于供应商对客户数据的处理和/或本协议。
The Vendor shall fully defend, indemnify and hold Customer and its affiliates, directors, officers, customers, shareholders, suppliers, agents and representatives harmless from and against all costs, claims, administrative fines, demands, expenses (including legal costs and disbursements on a full indemnity basis), losses (including indirect losses, loss or corruption of data, loss of reputation, goodwill and profits), actions, proceedings and liabilities of whatsoever nature arising from or incurred by Customer, in connection with: (i) any PI Incident impacting any Customer Data in Vendor’s possession or control; or (ii) any failure, whether negligent or otherwise, of Vendor or any Other Entrusted Party to comply with the provisions of this Agreement (including any Chinese SCCs that might be incorporated therein) and/or Data Protection Laws in respect of its Processing of Customer Data (“Losses”). 
在下述情况下，供应商应充分维护、赔偿并使客户及其关联公司、董事、高级职员、顾客、股东、供应方、代理人和代表免受因客户引起或遭受的一切费用、索赔、行政罚款、要求、支出（包括法律支出和全额赔偿的费用）、损失（包括间接损失、数据的丢失或损坏以及声誉、商誉和利润损失）、诉讼、程序和任何性质的责任（统称为“损失”）：(i) 任何影响到供应商所拥有或控制的任何客户数据的个人信息事件； (ii) 供应商或任何其他受托方在处理客户数据时未能遵守本协议（包括可能纳入其中的任何中国标准合同条款）和/或数据保护法律的规定，无论出于疏忽还是其他原因。
The Vendor shall immediately notify Customer in the event it can no longer comply with Data Protection Laws in respect of Processing Customer Data.  Such notice shall not relieve Vendor of any liability otherwise arising under this Agreement or Data Protection Laws. 
如果供应商在处理客户数据时出现无法遵守数据保护法律的情形，供应商应立即通知客户。该等通知不免除供应商根据本协议或数据保护法律规定应承担的任何责任。
Amendments and Assignment 修订和签署
[bookmark: _9kR3WTrAG85ADcJfifw5q7OaPCIJ][bookmark: _9kMH5M6ZWu4BC7DHQ5stQc8B2m295BjR9]From time to time, an amendment to this Agreement or any documentation required by Data Protection Laws for the international transfer of Personal Information (including the Chinese SCCs and any self-assessment report) (“Documentation”) may be necessary (e.g., after any decision made by Chinese Data Regulator or court or change in Data Protection Laws that would have an impact on this Agreement or the Documentation). Where, in Customer's opinion, an amendment to this Agreement or the Documentation is required, Customer shall have the right, at its sole discretion, to prepare an amended Agreement or Documentation and notify the Vendor in writing, including the amended Agreement or amended Documentation in such notice. 
本协议和数据保护法律针对个人信息跨境传输所要求的任何文件（包括中国标准合同条款和任何自评估报告）（“文件”）可能不时加以修订（例如，在中国数据监管机关或法院作出任何决定或数据保护法律发生变化从而对本协议或文件产生影响）。如果客户认为需要对本协议或文件进行修订，客户有权自行准备修订后的本协议或文件，并书面通知供应商，该等书面通知应附有修订后的本协议或文件。
[bookmark: _9kR3WTr14545E8vlw8GRHsg2L]The amended Agreement or the amended Documentation will take effect on the date thirty (30) days after its notification to Vendor, unless Vendor notifies Customer prior to this date that it refuses to accept the amended Agreement or the amended Documentation in which case: 
修订后的本协议或文件将在通知供应商之日起算的第三十（30）天生效，除非供应商在此生效日期之前通知客户其拒绝接受修订后的本协议或文件，在此情况下， 
the amendment will not take effect; and
该等修订将不会生效；并且
[bookmark: _9kMJI5YVt4887DKfGp91ny][bookmark: _9kMJI5YVt4887FIbGp91ny]Customer shall have the right to terminate the Business Agreement by written notice to Vendor with immediate effect or, at Customer's sole discretion, with effect from any future date specified in the notice. Such termination shall be without prejudice to any accrued rights and liabilities of the Parties, provided that no termination fees, expenses or other compensation will be payable by Customer in connection with such termination and Vendor shall repay to Customer within thirty (30) days of termination any fees prepaid by Customer to Vendor in respect of the period following termination. 
客户有权以书面形式通知供应商立即终止主协议，或由客户自行决定，根据该等通知中指定的未来特定日期终止主协议。该等终止应不影响双方任何已产生的权利和责任，但客户不应支付与该等终止有关的终止费、费用或其他补偿，且供应商应在终止后三十（30）天内向客户偿还客户就终止后的期间向供应商预付的任何费用。
Costs 费用
[bookmark: _9kR3WTr2AA5BHSCv69V7uvxBvn2I9vhc8QI0xWT]Vendor shall not be eligible for any fees, expenses, or other compensation under this Agreement, except to the extent there are any existing fees, expenses, or other compensation payable by Customer under the Business Agreement. 
除客户根据主协议应支付给供应商的任何现有费用、开支或其他补偿外，供应商没有资格获得本协议项下的任何费用、开支或其他补偿。
Further Assurance 进一步保证
Vendor shall, at its own cost: 
供应商应自行承担下述费用：
execute any document and do anything else that Customer reasonably requires to give effect to this Agreement and the intentions of it; and
执行任何文件，并完成任何其他客户合理要求的事情，以使本协议及其意图生效；并且
procure that any relevant third party does the same. 
促使任何相关第三方也这样做。
Entire Agreement 完整协议
The Annexes form an integral part of the Agreement. This Agreement constitutes the entire agreement between the parties in relation to its subject matter and replaces and extinguishes all prior agreements, draft agreements, arrangements, undertakings or collateral contracts of any nature made by the parties, whether oral or written, in relation to such subject matter (but not, for the avoidance of doubt, any parts of the Business Agreement not expressly varied by this Agreement). For the avoidance of doubt, this Agreement does not supersede or otherwise impact any other data privacy agreement or provisions between Customer and Vendor that may govern compliance with other data privacy regulatory regimes. The Business Agreement, as supplemented by the terms of this Agreement, remains in full force and effect in accordance with its terms. To the extent there is a conflict between this Agreement and the Business Agreement, the terms of this Agreement shall prevail with respect to compliance with the PIPL. 
本协议的附件系本协议不可分割的一部分。本协议构成双方对于客户数据的处理活动达成的完整协议，并取代和废除双方先前就该等处理活动达成的一切口头或书面协议、协议草案、安排、承诺或任何性质的附属合同（但为避免疑问，本协议未明确更改主协议的任何部分）。为避免疑问，本协议不会取代或以其他方式影响客户与供应商之间可能为遵守其他数据隐私监管体系而订立的任何其他数据隐私协议或规定。经本协议补充的主协议，根据其条款仍然完全有效。如果本协议与主协议之间发生冲突，在遵守《个保法》的相关方面，应以本协议条款为准。
Notices 通知
For purposes of this Agreement, all notices to Jabil and Jabil’s affiliates shall be sent in writing to:  Jabil Inc., 10800 Roosevelt Blvd., St. Petersburg, FL 33716, Attn: General Counsel.
为本协议之目的，所有对客户和客户关联公司的通知应由供应商以书面形式发送至： Jabil Inc:  Jabil Inc., 10800 Roosevelt Blvd., St. Petersburg, FL 33716, Attn: General Counsel.
Governing Law and dispute resolution 适用法律和争议解决
This Agreement and any dispute or claim (including non-contractual dispute or claims) arising out of or in connection with the subject matter and formation of this Agreement shall be governed by and interpreted in accordance with the laws set forth in the Business Agreement. 
本协议以及由本协议的标的物和形式引起的或与之相关的任何争议或索赔（包括非合同争议或索赔），应受主协议规定的适用法律管辖并按照其解释。
The parties irrevocably agree that the courts set forth in the Business Agreement shall have exclusive jurisdiction to settle any dispute or claim (including non-contractual disputes or claims) that arises out of, or in connection with, this Agreement or its subject matter or formation. 
双方不可撤销地同意，主协议规定的有管辖权的法院对解决本协议以及由本协议的标的物和形式引起的或与之相关的任何争端或索赔（包括非合同性争议或索赔）具有专属管辖权。


ATTACHMENT 1 TO THE EXHIBIT 2 
TO THE PROCESSING UNDER PIPL
[bookmark: _Hlk99554215]
List of the Parties
附件一
双方
PI Processor: [Insert the identity and contact details of Customer, and, where applicable, of Customer’s data protection officer] 
[bookmark: _Hlk99554227]个人信息处理者：[请填写客户的名称和联系方式，以及客户数据保护官的姓名和联系方式（如有）] 
[bookmark: OLE_LINK9][bookmark: OLE_LINK10]Name:                                                       
名称：                                                      
Address:                                                        
地址：                                                      
Contact person’s name, position and contact details:                                                        
联系人姓名、职位及联系方式：                                                      
Signature and accession date:                                                       
签名和签署日期：                                                      


Entrusted Party: [Insert the identity and contact details of Vendor and, where applicable, of Vendor’s data protection officer] 
受托方：[请填写供应商的名称和联系方式，以及供应商数据保护官的姓名和联系方式（如有）]
Name:                                                       
名称：                                                      
Address:                                                        
地址：                                                      
Contact person’s name, position and contact details:                                                        
联系人姓名、职位及联系方式：                                                      
Signature and accession date:                                                       
签名和签署日期：                                                      


ATTACHMENT 2 TO THE EXHIBIT 2
TO THE PROCESSING UNDER PIPL
[bookmark: OLE_LINK11][bookmark: OLE_LINK12] 
Description of the Processing
附件二
处理详情
	Subject matter of Processing
处理的主题
	[Insert subject matter (e.g., description of the Services).]
[bookmark: OLE_LINK17][bookmark: OLE_LINK18][请填写处理的主题（例如：对主协议下服务的描述）。]

	Duration of Processing
处理期限
	[Insert duration (e.g., length of the processing).]
[请填写处理期限（例如：处理活动的时间期限）。]

	Means of Processing
处理方式
	[Insert brief description of means of processing].
[请简要描述处理的方式。]

	Purposes of Processing
处理目的
	[bookmark: OLE_LINK13][bookmark: OLE_LINK14][Insert purposes of the Services (e.g., hosting, self-service and analytics).]
[请填写为提供服务的处理目的（例如：托管、自助服务和分析）。]

	Categories of individuals 
涉及个人的类别
	[Insert the types of individuals whose PI is being processed (e.g., customers, employees, business contacts, etc.)]
[请填写供应商处理活动所涉及的个人的类别（例如：消费者、员工、商务联系人等）。]

	Type of Personal Information
个人信息的种类
	[Insert the types of PI being processed for each category individuals (e.g., name, date of birth, address, transaction data, etc.).] 
[请填写供应商所处理的个人信息的种类（需针对不同类别的个人分别进行说明），例如，姓名、出生日期、地址、交易数据等。]

	Type of Sensitive Personal Information
敏感个人信息的种类
	[Insert the types of Sensitive PI being processed for each category individuals (e.g., medical health, financial accounts, etc.).] 
[请填写供应商所处理的敏感个人信息的种类（需针对不同类别的个人分别进行说明），例如：医疗健康信息、金融账户等）。]

	Retention period
保存期限
	[Insert retention period for PI, including different retention periods for different types of PI, if applicable.]
[（如适用）请填写供应商保存个人信息的期限，需对不同种类的个人信息的不同保留期分别进行说明。]





ATTACHMENT 3 TO THE EXHIBIT 2
TO THE PROCESSING UNDER PIPL

 
Technical and organisational measures to ensure the security of Customer Data
附件三
确保客户数据安全的技术和组织措施
[Insert the description of the technical and organisational security measures implemented by Vendor (including any relevant certifications) to ensure an appropriate level of security, taking into account the nature, scope, context and purpose of the processing, as well as the risks for the rights and interests of individuals.]
[请填写供应商实施的技术和组织安全措施（包括任何相关认证），以确保适当的安全水平，确定该等技术和组织措施时需综合考虑处理的性质、范围、背景和目的，以及处理活动对个人权益的风险。］
Examples of possible measures: 
下述措施举例供参考：
Measures of de-identification and encryption of PI
去标识化和加密措施
Measures for ensuring ongoing confidentiality, integrity, availability and resilience of Processing systems and services
确保处理系统和服务持续保持保密性、完整性、可用性和弹性的措施
Measures for ensuring the ability to restore the availability and access to PI in a timely manner in the event of a physical or technical incident 
在发生物理或技术事故时，确保能够及时恢复可用性和访问个人信息的措施
Processes for regularly testing, assessing and evaluating the effectiveness of technical and organisational measures in order to ensure the security of the Processing 
定期测试、评估、评价技术和组织措施有效性的程序，以确保处理的安全性
Measures for user identification and authorisation 
用户识别和授权的措施
Measures for the protection of data during transmission 
传输过程中保护数据的措施
Measures for the protection of data during storage 
储存期间的保护数据的措施
Measures for ensuring physical security of locations at which PI are Processed 
确保处理个人信息场所的物理安全的措施
Measures for ensuring events logging 
确保留存事件日志的措施
Measures for ensuring system configuration, including default configuration 
确保系统配置（包括默认配置）的措施
Measures for internal IT and IT security governance and management 
内部IT和IT安全治理和管理的措施
Measures for certification/assurance of processes and products 
对流程和产品进行认证/保证的措施
Measures for ensuring data minimisation 
确保数据最小化的措施
Measures for ensuring data quality 
确保数据质量的措施
Measures for ensuring limited data retention 
确保数据保存最小期限的措施
Measures for ensuring accountability 
确保问责性的措施
Measures for allowing data portability and ensuring erasure
允许数据可转移性和确保数据删除的措施

[Insert the description of the stricter technical and organisational measures to be taken by Vendor with regard to the processing of Sensitive PI, if applicable.]
[（如适用）请填写供应商在处理敏感个人信息方面采取的更严格的技术和组织措施。]


ATTACHMENT 4 TO THE EXHIBIT 2
TO THE PROCESSING UNDER PIPL
[bookmark: OLE_LINK15][bookmark: OLE_LINK16]
List of Other Entrusted Party
附件四
其他受托方清单

[This attachment needs to be completed in case of specific authorisation of Other Entrusted Party in accordance with Paragraph 5.1.8(b).]
[在客户根据本协议第5.8.1(b)款对其他受托方进行了具体授权的情况下，需要填写本附件。］
Customer has authorised the use of the following Other Entrusted Party by Vendor: 
客户已授权供应商使用下表所列的其他受托方：
	No./
序号
	Nam
名称
	Address
地址
	Contact person’s name, position and contact details
联系人姓名、职位及联系方式
	Description of the sub-processing (including the subject matter, nature and duration of each sub-processing)
次级处理的描述（包括每个次级处理的主题、性质和期限）

	1
	
	
	
	

	2
	
	
	
	

	3
	
	
	
	







ATTACHMENT 5 TO THE EXHIBIT 2
TO THE PROCESSING UNDER PIPL
 
Standard Contract for Outbound Cross-border Transfer of Personal Information
个人信息出境标准合同

To ensure that the activities of personal information processing by the Data Importer meet the personal information protection standards stipulated in the relevant laws and regulations of the People's Republic of China, and to clarify the obligations and responsibilities of the Data Exporter and the Data Importer regarding the protection of personal information, the parties, upon negotiation, hereby enter into this Standard Contract for Outbound Cross-border Transfer of Personal Information (this “Chinese SCC”) for mutual compliance.
为了确保境外接收方处理个人信息的活动达到中华人民共和国相关法律法规规定的个人信息保护标准，明确个人信息处理者和境外接收方个人信息保护的义务和责任，双方经协商一致，特签订本合同，以便共同遵守。

Personal Information Processor/Data Exporter (“Data Exporter”): []
个人信息处理者：_______________
Address: [Enter the address of the exporter]
地址：_______________
Phone: [Enter the phone number of the exporter]
电话：_______________
Email: [Enter the email address of the exporter]
邮箱：_______________
Contact Person: [Enter the name of the Contact Person]; Title: [Enter the title of the Contact Person]; Nationality: [Enter the nationality of the Contact Person]
联系人：_______________职务：_______________国籍：_______________

Foreign Recipient/Data Importer (“Data Importer”): [].
境外接收方：_______________
[bookmark: _Hlk110864897]Address: [Enter the address of the importer]
地址：_______________
Phone: [Enter the phone number of the importer]
电话：_______________
Email: [Enter the email address of the importer]
邮箱：_______________
Contact Person: [Enter the name of the Contact Person]; Title: [Enter the title of the Contact Person]; Nationality: [Enter the nationality of the Contact Person]
联系人：_______________职务：_______________国籍：_______________

Whereas the Data Exporter and the Data Importer carry out activities related to the outbound cross-border transfer of Personal Pnformation in accordance with the covenants listed in Appendix I “Instructions on Outbound Cross-border Transfer of Personal Information ” hereto, for the commercial behaviors related to these activities, the parties [have] / [have agreed] to sign a commercial contract on XX, if any, on [Date].
个人信息处理者与境外接收方依据本合同附录一“个人信息出境说明”所列约定开展与个人信息出境有关的活动，与此活动相关的商业行为，双方【已】/【约定】于______年____月____日签署关于 XX 的商业合同，如有。
[bookmark: _Hlk112168339]The main body of this Chinese SCC is formulated in accordance with the Provisions on the Standard Contract for Outbound Cross-border Transfer of Personal Information, and any other covenants by and between the parties may be detailed in Appendix II, which forms an integral part hereof.
本合同正文系根据《个人信息出境标准合同规定》的要求拟定，双方如有其他约定可在附录二中详述，附录构成本合同的组成部分。
It is agreed:
1. [bookmark: _Hlk112172003]Definitions. 
第一条 定义
1.1. “Data Exporter” or “Personal Information Processor” and “Data Importer” or “Foreign Recipient” shall be referred to individually as a “party”, and collectively as the “parties”.
个人信息处理者或境外接收方单称“一方”，合称“双方”。
1.2.  “Personal Information” and “Sensitive Personal Information” shall have the same meaning as stipulated in the Personal Information Protection Law of the People’s Republic of China.
“个人信息”和“敏感个人信息”与《中华人民共和国个人信息保护法》所规定的含义相同。
1.3. “Personal Information Subjects” refers to the natural person identified by or associated with the Personal Information.
“个人信息主体”是指个人信息所标识或者关联的自然人。
1.4. “Data Exporter” or “Personal Information Processor” refers to the party who transfers Personal Information to the Data Importer and shall have the same meaning as stipulated in the Personal Information Protection Law of the People’s Republic of China.
“个人信息处理者”与《中华人民共和国个人信息保护法》所规定的含义相同。
1.5. “Data Importer” or “Foreign Recipient” refers to an organization or individual located outside of the territory of the People’s Republic of China that receives Personal Information from the Data Exporter.
“境外接收方”是指位于中华人民共和国境外并自个人信息处理者处接收个人信息的组织或个人。
1.6. “Regulatory Authority” refers to the cyberspace administration department at or above the provincial level.
“监管机构”是指中华人民共和国省级以上网信部门。
1.7. “Relevant Laws and Regulations” refers to the Civil Code of the People’s Republic of China, the Cybersecurity Law of the People’s Republic of China, the Data Security Law of the People’s Republic of China, the Personal Information Protection Law of the People’s Republic of China, the Provisions on the Standard Contract for Outbound Cross-border Transfer of Personal Information, and other laws, regulations and departmental regulations of the People’s Republic of China, as well as other laws, regulations and departmental regulations that amend, modify or supplement the aforesaid laws, regulations and departmental regulations, including the subsequent laws, regulations and departmental regulations that supersede the previous ones.
“相关法律法规”是指《中华人民共和国民法典》《中华人民共和国网络安全法》《中华人民共和国数据安全法》《中华人民共和国个人信息保护法》《个人信息出境标准合同规定》等中华人民共和国法律法规和部门规章，以及对前述法律法规和部门规章作出修订、修改或补充的法律法规和部门规章，包括取代原法律法规和部门规章的后续法律法规和部门规章。
1.8. The meanings of other undefined terms herein shall be consistent with those given in the Relevant Laws and Regulations.
本合同其他未定义术语的含义应与相关法律法规规定的含义保持一致。
2. Obligations of the Data Exporter. 
第二条 个人信息处理者的义务
The Data Exporter hereby represents, warrants, and undertakes as follows:
个人信息处理者在此陈述、保证、承诺如下：
2.1. Personal Information is collected and used in accordance with Relevant Laws and Regulations; the scope of Personal Information to be transferred overseas is limited to the minimum extent necessary to achieve the purpose of processing.
个人信息系按照相关法律法规进行收集、使用等处理；出境个人信息范围仅限于实现处理目的所需的最小范围。
2.2. The Personal Information Subject has been informed of the name or title of the Data Importer, contact information, the relevant information in Appendix I “Descriptions on Outbound Cross-border Transfer of Personal Information”, and the method and procedure for exercising the rights of the Personal Information Subject, and the individual's consent has been obtained, except where the Relevant Laws and Regulations do not require the individual's consent. In case of any Sensitive Personal Information involved, the Personal Information Subject has been informed of the necessity to transmit the Sensitive Personal Information and the impact on the individual; if the Personal Information of a minor under 14 years of age is involved, the consent of the minor‘s parents or other guardians has been obtained; if written consent is required by law or administrative regulations, written consent has been obtained, except where Relevant Laws and Regulations stipulate that written consent is not required.
已向个人信息主体告知境外接收方的名称或姓名、联系方式、附录一“个人信息出境说明”中的相关情况，以及行使个人信息主体权利的方式和程序等事项，并已取得个人单独同意，但相关法律法规规定不需要取得个人单独同意的除外。如涉及敏感个人信息，已向个人信息主体告知传输敏感个人信息的必要性及对个人的影响；涉及不满十四周岁未成年人个人信息的，已取得未成年人的父母或者其他监护人的同意；法律、行政法规规定应当取得书面同意的，已取得书面同意，相关法律法规规定无需取得书面同意的除外。
2.3. The Personal Information Subject has been informed that he or she and the Data Importer have agreed through this Chinese SCC that the Personal Information Protection Law is a third-party beneficiary, and that the Personal Information Subject may enjoy the rights of a third-party beneficiary pursuant to this Chinese SCC if he or she does not expressly refuse within 30 days.
已向个人信息主体告知其与境外接收方通过本合同约定个人信息主体为第三方受益人，如果个人信息主体未在三十天内明确拒绝，则可以依据该合同享有第三方受益人的权利。
2.4. Reasonable efforts have been made to ensure that the Data Importer will fulfill its obligations hereunder and adopt the following technical and management measures (depending on the type, quantity, scope and sensitivity of Personal Information, the quantity and frequency of transmission, the duration of transmission and retention of Personal Information by the Data Importer, the purpose of processing Personal Information and other possible risks to the security of Personal Information): 
已尽合理的努力确保境外接收方能够履行本合同规定的义务并采取如下技术和管理措施（综合考虑个人信息的类型、数量、范围及敏感程度、传输的数量和频率、个人信息传输及境外接收方保存的期限、个人信息处理目的等可能带来的个人信息安全风险）：
[Technical and management measures, such as encryption, anonymization, de-identification, access control, etc.]
（如加密、匿名化、去标识化、访问控制等技术和管理措施）
2.5. Upon request of the Data Importer, the Data Exporter will provide the Data Importer with a copy of the relevant legal provisions and technical standards.
经境外接收方要求，向境外接收方提供相关法律规定和技术标准的副本。
2.6. The Data Exporter will respond to inquiries from the Regulatory Authority regarding the Personal Information processing activities of the Data Importer, unless the parties agree via written documentation that the Data Importer will give response; in such case, if the Data Importer fails to give response within the time limit as stipulated, the Data Exporter can still give response within a reasonable period based on the information reasonably available to it.
将答复来自监管机构关于境外接收方的个人信息处理活动的询问，但双方均同意由境外接收方作出答复的除外；在此情况下，若境外接收方在要求答复的期限内未答复，个人信息处理者仍将根据其合理掌握的信息在合理期限内作出答复。
2.7. Personal information protection impact assessment has been conducted in accordance with Relevant Laws and Regulations for the activities that are intended to provide Personal Information to the Data Importer. The assessment has considered:
已经按照相关法律法规对拟向境外接收方提供个人信息的活动开展了个人信息保护影响评估。评估已考虑：
2.7.1. the legality, legitimacy, and necessity of the purpose, scope, and method for handling Personal Information by the Data Exporter and the Data Importer;
个人信息处理者和境外接收方处理个人信息的目的、范围、方式等的合法性、正当性、必要性；
2.7.2. the quantity, scope, type, and sensitivity of the Personal Information to be Transferred overseas, and the risks that may be posed to the rights and interests in Personal Information by outbound cross-border transfer of Personal Information;
出境个人信息的数量、范围、类型、敏感程度，个人信息出境可能对个人信息权益带来的风险；
2.7.3. the responsibilities and obligations that the Data Importer undertakes to assume, and whether its management and technical measures and capabilities to fulfill such responsibilities and obligations are sufficient to ensure the security of Personal Information to be Transferred;
境外接收方承诺承担的责任义务，以及履行责任义务的管理和技术措施、能力等能否保障出境个人信息的安全；
2.7.4. the risk of being disclosed, destroyed, tampered with, or misused after the Personal Information is Transferred overseas, and whether there is a smooth channel for individuals to protect their rights and interests in the Personal Information;
个人信息出境后泄露、损毁、篡改、滥用等的风险，个人维护个人信息权益的渠道是否通畅等；
2.7.5. an assessment of the possible impact of local Personal Information protection policies and regulations on compliance with the terms of this Chinese SCC in accordance with Article 4 hereof; 
按本合同第四条评估当地个人信息保护政策法规对遵守本合同条款可能造成的影响；
2.7.6. other matters that may affect the security of Personal Information to be Transferred.
其他可能影响个人信息出境安全的事项。
The Personal information protection impact assessment report shall be retained for at least three years.
保存个人信息保护影响评估报告至少3年。
2.8. A copy of this Chinese SCC will be provided by the Data Exporter to the Personal Information Subject upon request by the Personal Information Subject. To the extent necessary to protect trade secrets or other confidential information (such as the contents of protected intellectual property rights, etc.), relevant contents hereof may be appropriately obscured prior to providing a copy. Nonetheless, the Data Exporter undertakes that it will provide the Personal Information Subject with an effective summary to help him or her understand the contents of this Chinese SCC.
根据个人信息主体要求向个人信息主体提供本合同的副本。在为保护商业秘密或其他机密信息（例如受保护的知识产权内容等）所必需的范围内，可以在提供副本之前对本合同相关内容进行适当遮蔽，但承诺向个人信息主体提供有效摘要以助其理解合同内容。
2.9. The Data Exporter will assume the burden of proof that the obligations hereunder have been fulfilled.
承担证明本合同义务已履行的举证责任。
2.10. The information referred to in Article 3.10 hereof will be provided to the Regulatory Authority as required by Relevant Laws and Regulations.
根据相关法律法规要求向监管机构提供第三条第10款所述的信息，包括所有审计结果。
3. Obligations of the Data Importer.
第三条 境外接收方的义务
The Data Importer hereby represents, warrants, and undertakes as follows:
境外接收方在此陈述、保证、承诺如下：
3.1. It will Process the Personal Data in accordance with the covenants listed in Appendix I “Descriptions on Outbound Cross-border Transfer of Personal Information”, unless prior consent is obtained from the Personal Information Subject.
按照附录一“个人信息出境说明”所列约定处理个人信息，除非取得个人信息主体的事先同意。
3.2. A copy of this Chinese SCC will be provided to the Personal Information Subject upon request. To the extent necessary to protect trade secrets or other confidential information (such as the contents of protected intellectual property rights, etc.), relevant contents hereof may be appropriately obscured prior to providing a copy. Nonetheless, the Data Importer undertakes that it will provide the Personal Information Subject with an effective summary to help him or her understand the contents of this Chinese SCC.
根据个人信息主体要求向个人信息主体提供本合同的副本。在为保护商业秘密或其他机密信息（例如受保护的知识产权内容等）所必需的范围内，可以在提供副本之前对本合同相关内容进行适当遮蔽，但承诺向个人信息主体提供有效摘要以助其理解合同内容。
3.3. The scope of Personal Information to be Transferred overseas is limited to the minimum extent necessary to achieve the purpose of Processing.
出境个人信息范围仅限于实现处理目的所需的最小范围。
3.4. It will store the Personal Information for the minimum time necessary to achieve the purpose of Processing; delete or anonymize Personal Information (including all backups) upon expiry of the storage period, unless a separate consent is obtained from the Personal Information Subject regarding the storage period. When entrusted with the processing of Personal Information by the Data Exporter, it will provide the Data Exporter with the relevant audit report upon deletion or anonymization.
存储个人信息的期限为实现处理目的所必要的最短时间；超出上述存储期限后，对个人信息（包括所有备份）进行删除或匿名化处理，除非取得个人信息主体关于存储期限的单独同意。受个人信息处理者委托处理个人信息时，在删除或匿名化后，向个人信息处理者提供相关审计报告。
3.5. It will ensure the security in the processing of Personal Information by the following means:
按以下方式保障个人信息处理安全：
3.5.1. adopting effective technical and management measures to ensure the security of Personal Information, including protection against accidental or unlawful destruction, loss, falsification, unauthorized provision or access (hereinafter referred to as “Data Breach”). In order to fulfill this obligation, the technical and management measures specified in Article 2.4 shall be taken. Periodic checks will be conducted to ensure that these measures are kept at an appropriate level of security;
采取有效的技术和管理措施，以确保个人信息的安全，包括防止个人信息遭到意外或非法破坏、丢失、篡改、未经授权提供或访问（以下简称“数据泄露”）。为了履行这一义务，采取第二条第4款中规定的技术和管理措施。进行定期检查，以确保这些措施持续维持适当的安全水平；
3.5.2. ensuring that the individuals authorized to Process Personal Information will fulfill their confidentiality obligations and establishing a minimum authorized access control policy so that such individuals only have access to the minimum necessary Personal Information required for their duties and only have the minimum data operation authorization required to complete their duties.
确保授权处理个人信息的人员履行保密义务，并建立最小授权的访问控制策略，使前述人员只能访问职责所需的最小必要的个人信息，且仅具备完成职责所需的最少的数据操作权限。
3.6. In the event of a Data Breach of Personal Information Processed, it will:
如果处理的个人信息发生了数据泄露，将：
3.6.1. adopt timely and appropriate remedial measures to mitigate the adverse impact on the Personal Information Subject;
及时采取适当补救措施，以减轻对个人信息主体造成的不利影响；
3.6.2. immediately notify the Data Exporter and report to the Regulatory Authority of the People's Republic of China as required by Relevant Laws and Regulations. The notification contains the following contents:
立即通知个人信息处理者，并根据相关法律法规要求报告中华人民共和国监管机构。通知包含以下内容：
1) the reasons for the breach of Personal Information;
个人信息泄露的原因；
2) the type of Personal Information breached, and the possible harm caused;
泄露的个人信息种类和可能造成的危害；
3) the remedial measures that have been adopted;
已采取的补救措施；
4) the measures that can be adopted by the individual to mitigate the harm;
个人可以采取的减轻危害的措施
5) contact information of the person or team responsible for handling the data breach.
负责处理数据泄露的负责人或负责团队的联系方式。
3.6.3. give notification to the Personal Information Subject, if required by the Relevant Laws and Regulations, in which case the content of the preceding Item 2) shall be included in the notification;
相关法律法规要求通知个人信息主体的，通知的内容包含前述第2)项的内容；
3.6.4. document and retain all facts related to the data breach and its impact, including all remedial measures adopted;
记录并留存所有与数据泄露有关的事实及其影响，包括采取的所有补救措施；
3.6.5. When entrusted by the Data Exporter to process the Personal Information, the Data Exporter shall assume the obligation to notify the Personal Information Subject as specified in the preceding Item 3).
受个人信息处理者委托处理个人信息时，由个人信息处理者承担前述第3) 项所规定的向个人信息主体通知的义务。
3.7. It shall not provide Personal Information to any third party located outside the territory of the People's Republic of China, unless the following requirements are met simultaneously:
不将个人信息提供给位于中华人民共和国境外的第三方，除非同时符合以下要求：
3.7.1. There is a business need to provide Personal Information;
确有业务需要提供个人信息；
3.7.2. The Personal Information Subject has been informed of the identity of the third party, contact information, the purpose of processing, the method of processing, the type of Personal Information and the manner and procedure of exercising the rights of the Personal Information Subject, and the separate consent from the individual has been obtained, except where Relevant Laws and Regulations stipulate that the individual's separate consent is not required; if any Sensitive Personal Information is involved, the Personal Information Subject is informed of the necessity of transmitting Sensitive Personal Information and the impact on the individual; if the Personal Information of a minor under 14 years of age is involved, the consent of the minor's parents or other guardians shall be obtained; written consent shall be obtained if required by laws and administrative regulations, except where Relevant Laws and Regulations stipulate that written consent is not required. When it is difficult to inform or obtain the individual consent of the Personal Information Subject, it will promptly inform the Data Exporter and request the Data Exporter to assist it in informing the Personal Information Subject or obtaining the individual consent of the Personal Information Subject;
已告知个人信息主体该第三方身份、联系方式、处理目的、处理方式、个人信息种类以及行使个人信息主体权利的方式和程序等事项，并已取得个人单独同意，相关法律法规规定无需取得个人单独同意的除外；涉及敏感个人信息的，向个人信息主体告知传输敏感个人信息的必要性及对个人的影响；涉及不满十四周岁未成年人个人信息的，取得未成年人的父母或者其他监护人的同意；法律、行政法规规定应当取得书面同意的，取得书面同意，相关法律法规规定无需取得书面同意的除外。在难以告知或者难以取得个人信息主体单独同意时，及时告知个人信息处理者，并请求个人信息处理者协助其告知个人信息主体或者取得个人信息主体单独同意；
3.7.3. It has reached a written agreement with the third party to ensure that the third party's level of Personal Information protection is not lower than the Personal Information protection standards stipulated in the Relevant Laws and Regulations of the People's Republic of China, and it will assume joint and several liability for any damage that may be caused to the Personal Information Subject due to such re-provision;
与第三方达成书面协议，以保障第三方对个人信息的保护水平不低于中华人民共和国相关法律法规规定的个人信息保护标准，并承担因再提供而可能导致对个人信息主体造成损害的连带责任；
3.7.4. It has provided a copy of the aforesaid agreement to the Data Exporter.
向个人信息处理者提供该协议副本。
3.8. When entrusted by a Data Exporter to Process Personal Information, and when entrusting a third party to Process Personal Information, the consent of the Data Exporter shall be obtained in advance; it will ensure that the third party entrusted to Process the Personal Information does not process the Personal Information beyond the purpose and method of Processing as agreed in Appendix I “ Descriptions on Outbound Cross-border Transfer of Personal Information” hereof, and shall supervise the Personal Information Processing activities of the third party.
受个人信息处理者委托处理个人信息，转委托第三方处理时，事先征得个人信息处理者同意；确保转委托的第三方不超出本合同附录一“个人信息出境说明”中约定的处理目的、处理方式等处理个人信息，并对该第三方的个人信息处理活动进行监督。
3.9. When using Personal Information for automated decision making, it shall ensure transparency in decision making and fair and equitable results and shall not apply unreasonable differential treatment to individuals in terms of transaction conditions, such as transaction price. When giving push information and commercial marketing to individuals through automated decision making, it shall provide options to avoid targeting their personal characteristics or provide a convenient way for rejection.
利用个人信息进行自动化决策，保证决策的透明度和结果公平、公正，不对个人在交易价格等交易条件上实行不合理的差别待遇。通过自动化决策方式向个人进行信息推送、商业营销，同时提供不针对其个人特征的选项，或者提供便捷的拒绝方式。
3.10. It shall provide the Data Exporter with all information necessary to demonstrate compliance with the obligations hereunder, allow the Data Exporter to consult the data files and documents, or to conduct audits of the Processing activities involved in this Chinese SCC. In case of such consulting or audit, it shall provide convenience for the audits carried out by the Data Exporter itself or an entrusted third party, and provide the Data Exporter with certification of the qualifications it holds regarding the Personal Information protection, as requested by the Data Exporter.
承诺向个人信息处理者提供所有必要的信息，用以证明遵守本合同中规定的义务，允许个人信息处理者对数据文件和文档进行查阅，或对本合同涵盖的处理活动进行审计。在决定进行查阅或审计时，为个人信息处理者自行开展或者委托第三方开展的审计提供便利，并按个人信息处理者的要求向其提供所持有的个人信息保护方面的资质认证情况。
3.11. It shall maintain objective records of the Personal Information Processing activities and retain the records for at least three years; provide the relevant records and documents to the Regulatory Authority directly or through the Data Exporter as required by Relevant Laws and Regulations.
对开展的个人信息处理活动进行客观记录，保存记录至少3年；按相关法律法规要求直接或通过个人信息处理者向监管机构提供相关记录文件。
3.12. It agrees to accept the supervision and management by the Regulatory Authority in the relevant procedures for monitoring the performance of this Chinese SCC, including but not limited to responding to the regulator's inquiries, cooperating in its inspections, obeying the measures taken or decisions made by the Regulatory Authority, and providing written proof that necessary actions have been taken.
同意在监督本合同实施的相关程序中接受监管机构的监督管理，包括但不限于答复监管机构询问，配合监管机构检查，服从监管机构采取的措施或作出的决定，并提供已采取必要行动的书面证明。
4. Impact of Local Personal Information Protection Policies and Regulations on Compliance with the Terms Hereof.
第四条 当地个人信息保护政策法规对遵守本合同条款的影响
4.1. The parties hereby warrant that they are not aware, upon reasonable efforts, of any Personal Information protection policies or regulations (including any requirements to provide Personal Information or to authorize public authorities to access Personal Information) in the country or region where Data Importer is located that would prevent the Data Importer from performing its obligations hereunder.
双方在此保证，经过合理努力仍不知晓境外接收方所在国家或者地区的个人信息保护政策法规（包括任何提供个人信息的要求或授权公共机关访问个人信息的规定），会阻止境外接收方履行本合同规定的义务。
4.2. The parties hereby represent that the following factors have been considered in providing the warranties in Article 4.1:
双方在此声明，在提供第四条第1款中的保证时，已经考虑了以下要素：
4.2.1. the specific circumstances of the outbound cross-border transfer, including the type, quantity, scope and sensitivity of the Personal Information involved in the transfer, the scale and frequency of the transfer, the duration of the Personal Information transfer and retention by the Data Importer, the purpose of Personal Information processing, the Data Importer's previous experience in similar outbound cross-border transfer and processing of Personal Information, whether the Data Importer has had any data security-related incidents and whether it has dealt with them in a timely and effective manner, whether the Data Importer has received requests for Personal Information from public authorities in the country or region where it is located and the Data Importer's response;
出境的具体情况，包括涉及传输的个人信息的类型、数量、范围及敏感程度、传输的规模和频率、个人信息传输及境外接收方保存的期限、个人信息处理目的、境外接收方此前类似的个人信息跨境传输和处理相关经验、境外接收方是否曾发生数据安全相关事件及是否进行了及时有效地处置、境外接收方是否曾收到其所在国家或者地区公共机关要求其提供个人信息请求及境外接收方应对的情况；
4.2.2. the Personal Information protection policy and regulations of the country or region where the Data Importer is located, including the following factors:
境外接收方所在国家或者地区的个人信息保护政策法规，包括以下要素：
1) the status of existing laws and regulations and generally applicable standards for the Personal Information protection in such country or region;
该国家或地区现行的个人信息保护法律法规及普遍适用的标准情况；
2) the regional or global organizations on Personal Information protection of which such country or region is a member, and the binding international commitments it has made;
该国家或地区加入的区域或全球性的个人信息保护方面的组织，以及所做出的具有约束力的国际承诺；
3) the mechanism for the implementation of Personal Information protection in such country or region, such as whether there is any Personal Information protection supervision and enforcement body and relevant judicial body, etc.
该国家或地区落实个人信息保护的机制，如是否具备个人信息保护的监督执法机构和相关司法机构等。
4.2.3. the security management system of the Data Importer and its capabilities to guarantee technical means.
境外接收方安全管理制度和技术手段保障能力。
4.3. The Data Importer warrants that it has made its best efforts to provide the Data Exporter with the necessary and relevant information in the assessment under Article 4.2.
境外接收方保证，在根据第四条第2款进行评估时，已尽最大努力为个人信息处理者提供了必要的相关信息。
4.4. The parties shall document the processes and results of the assessment under Article 4.2.
双方应记录根据第四条第2款进行的评估过程和结果。
4.5. If the Data Importer is unable to perform this Chinese SCC due to any change in Personal Information protection policies and regulations of its country or region (including a change in laws or mandatory measures in such country or region), the Data Importer shall notify the Data Exporter of such change immediately after it is aware of such change.
因境外接收方所在国家或地区的个人信息保护政策法规发生变化（包括境外接收方所在国家或地区更改法律，或者采取强制性措施）导致境外接收方无法履行本合同的，境外接收方应在知道前述变化后立即通知个人信息处理者。
5. Rights of the Personal Information Subject.
第五条 个人信息主体的权利
The parties acknowledge the Personal Information Subject is granted the right as a third-party beneficiary to enforce the obligations of the parties hereunder regarding Personal Information protection in accordance with Relevant Laws and Regulations.
双方承认，按照相关法律法规赋予个人信息主体作为第三方受益人执行本合同中双方关于个人信息保护义务的权利。
5.1. The Personal Information Subject has the right to be informed, the right to make decision, the right to restrict or refuse the processing of his or her Personal Information by others, the right to access, the right to copy, the right to correct and supplement, the right to delete, and the right to request explanation of the rules for the processing of his or her Personal Information in accordance with Relevant Laws and Regulations.
个人信息主体依据相关法律法规，拥有知情权、决定权、限制或拒绝他人对其个人信息进行处理的权利、查阅权、复制权、更正与补充的权利、删除权，以及要求对其个人信息处理规则进行解释说明的权利。
5.2. To exercise the aforesaid rights in the Personal Information that has been transferred overseas, the Personal Information Subject may request the Data Exporter to take appropriate measures to realize the rights, or make a request directly to the Data Importer. If the Data Exporter fails to do so, it shall notify and request the Data Importer to assist in realizing the rights.
当个人信息主体要求对已经出境的个人信息行使上述权利时，个人信息主体可以请求个人信息处理者采取适当措施实现，或直接向境外接收方提出请求。个人信息处理者无法实现的，应当通知并要求境外接收方协助实现。
5.3. The Data Importer shall realize the rights lawfully exercised by the Personal Information Subject within a reasonable period, as required by the notice of the Data Exporter or upon the request of the Personal Information Subject.
境外接收方应当按照个人信息处理者的通知，或根据个人信息主体的请求，在合理时限内实现个人信息主体依照相关法律法规行使的权利。
The Data Importer shall truthfully, accurately, and fully disclose relevant information to the Personal Information Subject in a prominent way and in understandable language.
境外接收方应当以显著方式、清晰易懂的语言真实、准确、完整地告知个人信息主体相关信息。
5.4. If the Personal Information Subject makes excessive or unreasonable requests, particularly those of a repetitive nature, the Data Importer may charge a reasonable fee or refuse to act as requested, upon considering the costs for the implementation and operation of such request.
如个人信息主体提出过多或不合理要求，尤其是具有重复性的要求，境外接收方可在考虑到要求获准的执行和操作成本后，可以收取合理的费用，或拒绝按其要求行事。
5.5. If the Data Importer intends to reject the request of the Personal Information Subject, it shall inform the Personal Information Subject of the reasons for its rejection and the channels for the Personal Information Subject to file a complaint with the relevant Regulatory Authority and seek judicial remedy.
如境外接收方拟拒绝个人信息主体的请求，应告知个人信息主体其拒绝的原因，以及个人信息主体向相关监管机构提出投诉、寻求司法救济的途径。
5.6. The Personal Information Subject as a third-party beneficiary hereof shall have the right to demand the performance of the following provisions regarding the rights of the Personal Information Subject hereunder from either the Data Exporter or the Data Importer:
个人信息主体作为本合同第三方受益人有权向个人信息处理者和境外接收方任何一方主张并要求履行本合同项下与个人信息主体权利相关的下列条款：
1) Article 2, except for Article 2.4, 2.5, 2.6, 2.10;
第二条，但第二条第4款、第5款、第6款、第10款除外；
2) Article 3, except for Article 3.6.2, 3.6.4, 3.8, 3.10, 3.11, 3.12;
第三条，但第三条第6款第2项和第4项、第8款、第10款、第11款、第12款除外；
3) Article 4;
第四条；
4) Article 6;
第六条；
5) Article 7;
第七条；
6) Article 8.3, 8.4, 8.6;
第八条第3款、第4款、第6款；
7) Article 9.4, 9.6.
第九条第4款、第6款
6. Remedies.
第六条 救济
6.1. The Data Importer shall identify a contact person within the organization who is authorized to respond to inquiries or complaints regarding the Personal Information processing and shall promptly address any inquiries or complaints from the Personal Information Subject. The Data Importer shall inform the Data Exporter of its contact person's information and shall inform the Personal Information Subject of the same in an accessible way by sending a separate notice or publishing an announcement on its website, as below: 
境外接收方应在组织内部确定一个联系人，授权其答复有关个人信息处理的询问或投诉，并应及时处理个人信息主体的任何询问或投诉。境外接收方应将联系人信息告知个人信息处理者，并以简单易懂的方式，通过单独通知或在其网站公告，告知个人信息主体该联系人信息，具体为：
[Enter the name of the contact person and contact details (phone or email)].
联系人及联系方式（办公电话或电子邮箱）
6.2. The parties agree that, in case of a dispute between the Personal Information Subject and either party hereto regarding compliance with this Chinese SCC, they shall notify each other of the case and seek cooperation to resolve the dispute in a timely manner.
双方同意，如个人信息主体与其中一方在遵守本合同方面发生争议，应互相通知对方有关情况，并合作以及时解决争议。
6.3. If the dispute cannot be resolved in a friendly way and the Personal Information Subject exercises the rights as a third party beneficiary pursuant to Article 6.2, the Data Importer accepts the following claims made by the Personal Information Subject to protect his or her rights:
如争议未能友好解决，而个人信息主体根据第六条第2款规定行使第三方受益人的权利，境外接收方接受个人信息主体的下列维权主张：
6.3.1. filing a complaint with the Regulatory Authority;
向监管机构提出投诉；
6.3.2. filing a lawsuit to the court pursuant to Article 9.4.
向第九条第4款中规定的法院提起诉讼。
6.4. The Data Importer agrees that the dispute with relevant Personal Information Subject hereto shall be resolved based on the Relevant Laws and Regulations of the People's Republic of China.
境外接收方同意有关个人信息主体就本合同争议的解决依据为中华人民共和国相关法律法规。
6.5. The Data Importer agrees that the option made by the Personal Information Subject to protect his or her rights will not undermine the substantive or procedural rights of the Personal Information Subject to seek remedies under other laws and regulations.
境外接收方同意个人信息主体所作的维权选择不会减损个人信息主体根据其他法律法规寻求救济的实体性或程序性权利。
7. Termination.
第七条 合同解除
7.1. If the Data Importer breaches its obligations hereunder, the Data Exporter may suspend the transmission of Personal Information to the Data Importer until the breach is corrected or this Chinese SCC is terminated.
如果境外接收方违反本合同规定的义务，则个人信息处理者可以暂停向境外接收方传输个人信息，直到违约行为被更正或合同被解除。
7.2. If any of the following circumstances occurs, the Data Exporter shall have the right to terminate this Chinese SCC and notify the Regulatory Authority, if necessary:
出现下列情形之一的，个人信息处理者有权解除本合同，并在必要时通知监管机构：
1) Data Exporter has suspended the transmission of Personal Information to Data Importers for more than one month pursuant to Article 7.1;
个人信息处理者根据第七条第1款的规定暂停向境外接收方传输个人信息的时间超过一个月；
2) The Data Importer's compliance with this Chinese SCC may violate the laws of the country or region where it is located;
境外接收方遵守本合同将违反其所在国家的法律规定；
3) The Data Importer commits a serious or persistent breach of its obligations hereunder;
境外接收方严重或持续违反本合同规定的义务；
4) The Data Importer or the Data Exporter has committed a breach of this Chinese SCC as identified in a final and non-appealable decision of the competent court or Regulatory Authority of the Data Importer;
根据境外接收方的主管法院或监管机构作出的不能上诉的终局性决定，境外接收方或个人信息处理者违反了本合同的规定；
5) The Data Importer is subject to bankruptcy, dissolution or liquidation, including the following circumstances: a request for legal dissolution of the Data Importer, whether in the name of an individual or an organization, is not rejected within the legal period; the Data Importer makes a decision on dissolution; the Data Importer is appointed an insolvency administrator; the Data Importer independently conducts bankruptcy, dissolution or liquidation procedures; a similar circumstance occurs in the country or region where the Data Importer is located.
境外接收方破产、解散或清算：无论是以个人还是组织名义提出的有关境外接收方依法解散的请求未在法定期限内被驳回；境外接收方作出解散决定；境外接收方被指定破产管理人；境外接收方自行开展破产、解散或清算程序；境外接收方在其国家或地区出现类似情况；
In case of Items 1), 2) or 4) above, the Data Importer may also terminate this Chinese SCC.
在前述第 1、2或4项的情况下，境外接收方也可以解除本合同。
7.3. Either party may terminate this contract if a decision is made by a Regulatory Authority in accordance with Relevant Laws and Regulations regarding the outbound cross-border transfer of Personal Information, such as an assessment of the security of outbound cross-border transfer, which makes it impossible to execute this Chinese SCC.
如果监管机构按照相关法律法规作出个人信息出境相关的决定，例如个人信息出境安全评估等导致本合同无法执行的，则任何一方均可解除本合同。
7.4. This Chinese SCC may be terminated by mutual consent of the parties, but the termination hereof does not relieve them of their obligations to protect Personal Information in processing the Personal Information.
经双方当事人同意解除合同，但本合同的解除并不免除其在个人信息处理过程中的个人信息保护义务。
7.5. Upon termination of this Chinese SCC, the Data Importer shall promptly return, destroy, or anonymize the Personal Information it has received hereunder and provide an audit report on the destruction or anonymization upon the Data Exporter’s written request.
合同解除时，境外接收方应及时返还、销毁或匿名化处理其根据本合同所接收到的个人信息，并提供已经销毁或者匿名化处理的审计报告。
8. Liability for breach. 
第八条 违约责任
8.1. Each party shall be liable to the other party for any damage caused to the other party due to its breach of this Chinese SCC.
双方应就其因违反本合同而给对方造成的任何损害向另一方承担责任。
8.2. Liability between the parties is limited to the damages suffered by the non-breaching party.
双方之间的责任限于非违约方所遭受的损失。
8.3. Either party who violates the right of the Personal Information Subject as a third party beneficiary due to a breach shall be liable to the Personal Information Subject; the Personal Information Subject shall be entitled to compensation. However, this does not affect the liability to be assumed by the Data Exporter under the Relevant Laws and Regulations.
每一方因违反本合同而侵害个人信息主体作为第三方受益人而享有的权利，应当对个人信息主体承担责任；个人信息主体有权获得赔偿。这不影响个人信息处理者在相关法律法规项下应承担的责任。
8.4. Where the Data Exporter and the Data Importer are jointly responsible for any material or non-material damage caused to the Personal Information Subject due to a breach hereof, the Data Exporter and the Data Importer shall be jointly and severally liable to the Personal Information Subject.
个人信息处理者和境外接收方对因违反本合同而共同对个人信息主体造成的任何物质或非物质损害负责的，个人信息处理者和境外接收方应对个人信息主体承担连带责任。
8.5. The parties agree that if one party (the “indemnified party”) is jointly and severally liable to the Personal Information Subject for a breach hereof by the other party (the “indemnifying party”) and the indemnified party assumes joint and several liability in excess of its share of liability, the indemnified party shall be entitled to seek recovery from the indemnifying party.
双方同意，如果一方（“赔偿方”）因另一方（“被追偿方”）对违反本合同的行为对个人信息主体承担连带责任且赔偿方承担的连带责任超过其应承担的责任份额，则赔偿方有权向被追偿方追偿。
8.6. Notwithstanding the provisions of Article 8.3 and Article 8.4, the Data Exporter shall be liable to the Personal Information Subject for any material and non-material damage caused to the Personal Information Subject by the Data Importer as a result of a breach hereof, and the Personal Information Subject shall have the right to claim liability for damages against the Data Exporter.
尽管有第八条第3款和第八条第4款的规定，个人信息处理者应就境外接收方因违反本合同而对个人信息主体造成的任何物质和非物质损失向个人信息主体负责，个人信息主体有权向其主张损害赔偿责任。
8.7. The parties agree that the Data Exporter liable for damage caused by the Data Importer under Article 8.6 shall be entitled to seek recovery from the Data Importer.
双方同意，个人信息处理者根据第八条第6款因境外接收方造成的损害承担责任的，有权向境外接收方追偿。
9. Miscellaneous.
第九条 其他
9.1. In the event of any inconsistency between this Chinese SCC and any other existing agreement by and between the parties to this Chinese SCC at the time of its conclusion or execution, the terms hereof shall prevail.
如果本合同在达成或签订时与合同双方已存在的任何其他协议发生冲突，本合同的条款优先适用。
9.2. This Chinese SCC shall be governed by the Relevant Laws and Regulations of the People's Republic of China.
本合同适用于中华人民共和国相关法律法规。
9.3. All notices given by one party to the other party shall be promptly sent by e-mail, telegram, telex, fax (with confirmation copy sent by airmail) or registered airmail to [Enter the address for receiving mails] or any other address superseding the aforesaid address as specified in a written notice. If a notice or communication hereunder is sent by registered airmail, it shall be deemed received [Enter a number, e.g., 7] days after the postmark date. If sent by e-mail, telegram, telex, it shall be deemed received [Enter a number, e.g., 7] business days after it is sent.
由一方向其它方发出的所有通知以电子邮件、电报、电传、传真（以航空信件寄送确认副本）或航空挂号信迅速发往或寄往    （具体地址）     或书面通知取代该地址的其它地址。如用航空挂号信寄出本合同项下的通知或通讯，则应在邮戳日期后的      天视为收讫，如用电子邮件、电报、电传或传真发出，则应在发出以后的      个工作日视为收讫。
9.4. If the Personal Information Subject files a lawsuit as a third-party beneficiary against the Data Exporter or the Data Importer, the jurisdiction shall be determined in accordance with the Civil Procedure Law of the People's Republic of China.
个人信息主体作为第三方受益人向个人信息处理者或境外接收方提起诉讼的，应当根据《中华人民共和国民事诉讼法》的规定确定管辖。
9.5. The dispute between the Data Exporter and the Data Importer arising from this Chinese SCC and the recovery from the other party by either party for the prior compensation for the damages of Personal Information Subject shall be resolved by the parties through mutual negotiation; if the negotiation fails, either party may adopt the __ of the following means for resolution (if arbitration is chosen, please check the arbitration institution):
个人信息处理者和境外接收方对于双方因合同产生的纠纷以及任何一方因先行赔偿个人信息主体损害赔偿责任而向另一方的追偿，应由双方协商解决；协商解决不成的，任何一方可以采取下列第     种方式加以解决（如选择仲裁，请勾选仲裁机构）：
9.5.1. Arbitration. The dispute will be submitted to:
仲裁。将该争议提交
· China International Economic and Trade Arbitration Commission 
中国国际经济贸易仲裁委员会
· China Maritime Arbitration Commission
中国海事仲裁委员会
· Beijing Arbitration Commission (Beijing International Arbitration Center)
北京仲裁委员会（北京国际仲裁中心）
· [Specify the name of the arbitral institution], an arbitral institution of other members of the New York Convention on the Recognition and Enforcement of Foreign Arbitral Awards 
其他《承认及执行外国仲裁裁决公约》成员的仲裁机构____________
for arbitration in [specify the arbitration location] (arbitration location) according to their arbitration rules then in force.
按其届时有效的仲裁规则在____________（仲裁地点）进行仲裁；
9.5.2. Lawsuit. A lawsuit will be fined with the people's court with jurisdiction in China in accordance with the law.
诉讼。依法向中国有管辖权的人民法院提起诉讼。
9.6. This Chinese SCC shall be interpreted in accordance with the provisions of Relevant Laws and Regulations, and shall not be interpreted in any manner in conflict with the rights and obligations stipulated in Relevant Laws and Regulations.
本合同应按照相关法律法规的规定进行解释，不得以与相关法律法规规定的权利、义务相抵触的方式解释本合同。
9.7. The original of this Chinese SCC is made in [Enter a number, e.g., 2] duplicate copies, with [Enter a number, e.g., 1] copies for the Data Exporter and [Enter a number, e.g., 1] copies for the Data Importer, and with all copies having the same legal force.
本合同正本一式___份，个人信息处理者和境外接收方各执___份，其法律效力相同。
9.8. This Chinese SCC becomes effective immediately upon duly signed by both parties.
本合同经双方正式签署后成立并立即生效。


This Chinese SCC is signed by the Data Exporter and the Data Importer in [Enter the location, e.g., Beijing]. 
本合同由个人信息处理者和境外接收方在_______签订。
[bookmark: _Hlk110871653]Data Exporter: [Stamp]
个人信息处理者：                                                                                                                  （盖章）
[bookmark: _Hlk110871607]Legal Representative/Authorized Agent: [Sign or stamp]
法定代表人/委托代理人：                                                                                     （签字或盖章）
[bookmark: _Hlk110871750][MM/DD/YYYY]
_____年_____月_____日

Data Importer: [Stamp]
境外接收方：                                                                                                                          （盖章）
Legal Representative/ Authorized Agent: [Sign or stamp]
法定代表人/委托代理人：                                                                                     （签字或盖章）
[MM/DD/YYYY]
_____年_____月_____日

Appendix I: Descriptions on Outbound Cross-border Transfer of Personal Information
附录一：个人信息出境说明
Details of the outbound cross-border transfer of Personal Information under this Chinese SCC are agreed as follows:
根据本合同向境外提供个人信息的详情约定如下：
1. Personal Information to be Transferred overseas belongs to the Personal Information Subjects of following categories:
传输的个人信息属于下列类别的个人信息主体：
	· 



2. The outbound cross-border Transfer of Personal Information is made for the following purposes:
传输是为了以下目的：
	· [bookmark: OLE_LINK469][bookmark: OLE_LINK470]Human resources and financial management including:
· 人力资源管理与财务管理，包括：
· [bookmark: OLE_LINK467][bookmark: OLE_LINK468][bookmark: OLE_LINK471][bookmark: OLE_LINK472] recruitment, succession planning;
· 为招聘人才、实施继任计划；
· [bookmark: OLE_LINK480][bookmark: OLE_LINK481] performance and compensation review;
· 为执行绩效和薪酬审查；
·  to improve and maintain effective employee administration;
· 为改善与维持有效的人力资源管理；
·  to comply with applicable legal and contractual obligations;
· 为履行法定义务与合同义务；
· [bookmark: OLE_LINK478][bookmark: OLE_LINK479] corporate reporting requirements; 
· 基于公司报告与披露的要求；
·  to provide employee benefits; 
· 为提供员工福利；
· [bookmark: OLE_LINK475][bookmark: OLE_LINK476][bookmark: OLE_LINK477]to manage expenses relocation support;
· 为管理员工搬迁费用的支持；
· Audit, accounting, tax purposes, and
· 基于审计、会计、税务目的，以及
· [bookmark: OLE_LINK473][bookmark: OLE_LINK474]Establishment, defence or exercise of legal claims.
· 为法律诉求的证立、辩护或行使。



3. Quantity of Personal Information to be Transferred:
传输个人信息的数量：
	· 



4. Category of Personal Information to be Transferred (please refer to GB/T35273 Information Security Technology - Personal Information Security Specification and relevant standards):
[bookmark: OLE_LINK482][bookmark: OLE_LINK483]出境个人信息类别（参考 GB/T 35273《信息安全技术 个人信息安全规范》和相关标准）：
	· 



5. Category of Sensitive Personal Information to be Transferred (if applicable, please refer to GB/T35273 Information Security Technology - Personal Information Security Specification and relevant standards):
出境敏感个人信息类别（如适用，参考 GB/T 35273《信息安全技术 个人信息安全规范》和相关标准）
	· 



6. Personal Information Transferred by the Data Importer shall only be available to the following recipients:
境外接收方传输的个人信息只向以下接收方提供：
	· 



7. Transmission method:
传输方式：
	· [bookmark: _Hlk110871438]



8. Overseas storage time:
出境后存储时间：
	· 



9. Overseas storage location:
出境后存储地点：
	· 



10. Other matters (to be specified as appropriate):
其他事项（视情况填写）：
	· 





Appendix II: Other Terms Agreed by the Parties (If Required)
附录二：双方约定的其他条款（如需要）
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